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We introduce a subclass of concurrent game structures (CGS) with imperfect information in which agents are endowed with private

data-sharing capabilities. Importantly, our CGSs are such that it is still decidable to model-check these CGSs against a relevant fragment

of ATL. These systems can be thought as a generalisation of architectures allowing information forks, that is, cases where strategic

abilities lead to certain agents outside a coalition privately sharing information with selected agents inside that coalition. Moreover, in

our case, in the initial states of the system, we allow information forks from agents outside a given set 𝐴 to agents inside this group 𝐴.

For this reason, together with the fact that the communication in our models underpins a specialised form of broadcast, we call our

formalism 𝐴-cast systems. To underline, the fragment of ATL for which we show the model-checking problem to be decidable over

𝐴-cast is a large and significant one; it expresses coalitions over agents in any subset of the set𝐴. Indeed, as we show, our systems and

this ATL fragments can encode security problems that are notoriously hard to express faithfully: terrorist-fraud attacks in identity

schemes.

CCS Concepts: • Theory of computationÑ Logic and verification; Verification by model checking.

Additional Key Words and Phrases: Logic and Reasoning; Alternating-time Temporal Logic; Formal Specification and Verification;

Reasoning about Security Protocols.

ACM Reference Format:
Francesco Belardinelli , Ioana Boureanu , Catalin Dima , and Vadim Malvone . 2018. Model Checking Strategic Abilities in

Information-sharing Systems. In Proceedings of (TOCL). ACM, New York, NY, USA, 45 pages. https://doi.org/XXXXXXX.XXXXXXX

1 INTRODUCTION

The Increasing Importance of Private-Information Sharing & Collusion-encoding.

Sharing information over private channels is a key issue in many AI-inspired ICT applications, from robotics to

information systems [55]. Safeguarding privacy is also of utmost concern, also in the context of EU’s newly-enforced

General Data Protection Regulation (GDPR) [1]. So, being able to explicitly model data-sharing over private channels in

multi-agent systems (MAS) or concurrent systems is crucial.

There are numerous ICT applications, such as identity-schemes and distributed ledgers, where the threat of adversaries

colluding privately with inside accomplices is greater than that of classical, outsider-type attackers. That said, verifying

security against collusions-based attacks such as terrorist-frauds [15] in identification schemes is a notoriously difficult

problem in security verification [22]. And, even themost recent formalisms attempting this [27] fall short of encapsulating

the strategic nature of this property or of the threat-model it views. Instead, [27] looks at correspondence of events
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in applied 𝜋-calculus (i.e., if agents did a series of actions with one result, then later another fact must be the case),

where they use arguably crude approximations (based on causalities/correspondence of events in process calculi [20])

of what a collusive attack would be. But, indeed, such attacks resting on not one but two interdependent strategies

are notoriously hard to model [22]. Meanwhile, expressive logics for strategic reasoning have been shown effective in

capturing intricate security requirements, such as coercion-resistance in e-voting [6, 41, 42, 56]. Thus, the further study

of strategic abilities under collusion is of timely interest.

Looking into this, we observe that the typical formalisms for encoding multi-agent systems (MAS), such as interpreted

systems [30], support the analysis of strategy-oriented properties. Yet, these systems are generally inspired by concurrent

action models and, so, explicit expression therein of data-sharing between agents is difficult to model naturally. Other

frameworks, such as dynamic epistemic logic (DEL) [47, 60] or propositional assignments [59], provide agents with

more flexibility on data sharing, but do not allow for the full power of strategic reasoning. To fill this gap, the formalism

of vCGS was recently proposed in [5]. vCGS supports the explicit expression of private-data sharing in MAS. That is,

a vCGS encodes syntactically and in a natural semantics a “MAS with 1-to-1 private-channels”: agent 𝑎 and agent 𝑏

have an explicit syntactic/semantic endowment to “see” some of each others’ variables, without other agents partaking

in this. However, unfortunately, verifying strategy-based logic specification on vCGS has been shown undecidable

under the assumptions of perfect recall and imperfect information [29]. So, it would interesting and timely, to see if we

can maintain the needed feature of private-information sharing that vCGS have and recover the decidability of model

checking logics that express strategic abilities.

To sum up, in this paper, we look at tractable verification of AI-inspired logics of strategic abilities in systems capable of

expressing private data-sharing between processes; we show an important decidability result in this space. We do this with

the view of applying this to ICT systems where the analysis of strategic behaviour is crucial: e.g., collusion-based attacks in

security settings.

1.1 State of the Art

Alternating-Time Temporal Logic (ATL) [4] is a powerful extension of branching-time logics which indeed provides

a framework for reasoning about strategic behaviours in concurrent and multi-agent systems. From the very beginning,

ATL was proposed also for agents with imperfect information. In ATL semantics, agents can have memoryless strategies

or recall-based/memoryful strategies; in the latter case, they “remember” all their history of moves, whereas in the

former – they recall none. Also, ATL with imperfect information comes with several semantic flavours [43] (subjective,

objective or common-knowledge interpretation), created by different views on the intricate relationships between its

temporal and epistemic aspects.

ATL Decidability. There have been several proposals for decidable fragments of ATL with imperfect information,

which arose via some alternative avenues: (a) by imposing a memoryless semantics for the ATL operators [46], approach

implemented in the MCMAS tool; (b) by making structural restrictions on the indistinguishability relations inside the

game structures, so that one looks at ATL just with distributed knowledge [28], or ATL with hierarchical knowledge

[16] or ATL over broadcasting systems [12, 13]; (c) by studying approximations to perfect information [9], to bounded

memory [11], or to hybrid techniques [31, 32]. Some other decidable fragments can be further obtained by adapting

decidable cases of the distributed-synthesis problem, or the the existence of winning strategies in multi-agent games

with imperfect information. We therefore may generalise the decidability of the distributed-synthesis problem in

architectures without information forks [33], or utilise the decidability of the problem of the existence of a winning
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strategy in multi-player games with finite knowledge gaps [19]. An in-depth discussion of these aspects is provided in

Sec. 6.

1.2 Contribution

I. Our Private Data-Sharing Systems. In this paper, we propose a new class of game structures called 𝐴-cast game

structures, where 𝐴 is a set of designated processes/agents. In 𝐴-cast game structures, when some outsider (agent not in

𝐴) sends some information to some agent in 𝐴, the same information is seen by all agents in coalition 𝐴.

𝐴-cast game structures are introduced using the formalism of visibility CGS (vCGS) recently proposed
1
in [5]. We

can introduce in principle 𝐴-cast systems directly as game structures, yet we chose to use vCGS simply as they allow

for an elegant formalisation of the information-flow between outsiders to the coalition 𝐴. So, as a consequence of this

presentation choice, 𝐴-cast game structures can be seen as a specialisation of the vCGS in [5].

𝐴-cast game structures are in fact a proper generalisation of both architectures without information forks [33] and

broadcast systems [50]. On the one hand, the extension of [33] comes from the fact that, in 𝐴-cast game structures, the

set of initial states is arbitrary, as well as the epistemic relations defining the information available to agents in initial

states. On the other, modelling these features using the setting of distributed architectures in [33], where a single initial

state is imposed, requires the Environment agent to send the initial information to each agent by some private channel,

hence creating an information fork.

II. Our Decidable Fragment of ATL.We identify a significant class of formulas for which the model-checking

problem is decidable on our 𝐴-cast game structures, as well as some details linked to this. This fragment of 𝐴𝑇𝐿˚
is

composed of formulas which utilise only coalition operators involving a set 𝐵 Ď 𝐴 of agents, where 𝐴 is the set of

agents/processes describing the 𝐴-cast system.

To obtain this result, the key point is that two action-histories starting in the same initial state, both being generated

by the same joint strategy for coalition 𝐴 and being in the same common-knowledge indistinguishability class for 𝐴

are in fact in the same distributed-knowledge indistinguishability class for 𝐴. This property allows for the design of a

finitary information-set construction for the appropriate multi-player game with imperfect information [18], needed to

decide each coalition operator.

III. Our Case Study and Its Need of Verification against Formulae with Nested-ATL Modalities. We provide

a case study which shows the relevance of our new decidable class of ATL model-checking. This case study lives in

the cyber-security domain: the identity-schemes and threats of collusion-based attacks therein (i.e., terrorist-fraud

attack). Concretely, we model the distance-bounding (DB) protocol by Hancke and Kuhn [40] as an 𝐴-cast vCGS, and

the existence of a terrorist-fraud attack on this protocol as an 𝐴𝑇𝐿 formula involving a non-singleton coalition operator.

In fact, we also note that the 𝐴𝑇𝐿 formula which specifies the existence of a terrorist-fraud attack in our case study is

the first type of formula requiring nesting of 𝐴𝑇𝐿 operators.

Hence, the model-checking algorithm proposed in this paper can be applied to this case study, while other existing

decidable model-checking or distributed-synthesis frameworks cannot treat it (due to the formula it requires). The only

exception would be the utilisation of a memoryless semantics of 𝐴𝑇𝐿 [46], which would be applicable since our case

study is in fact a model in which there exists a finite number of lasso-type infinite runs. Yet, specifying our case-study

in a formalism like that of [46] would require an explicit encoding/“massaging” of the agent memory into the model. In

1vCGS can be seen as a generalisation of Reactive Modules Games with imperfect information [39], in that each agent may dynamically modify the

visibility of the atoms she “owns”, by either disclosing or hiding the value of that atom to some other agent.
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other words, our algorithm synthesises memoryful strategies and hence allows working with a given model without

explicit encoding of agent memory into the model.

1.3 Related Work

The work here presented is related to contributions in distributed and multi-agent systems, including propositional

control, reactive modules, broadcast, dynamic epistemic logic. However, it differs from the state of the art in numerous,

subtle aspects.

The coalition logic of propositional control (CL-PC) was introduced in [59] as a logic to reason about the

capabilities of agents in multi-agent systems. It has since been investigated in relation with the transfer of control [58],

the dynamic logic of propositional assignments [36], non-exclusive control [34]. Furthermore, in [10] it is proved that

shared control can be simulated by means of exclusive control. However, the present contribution differs from most of

the works in this line in two key aspects. Firstly, the references above deal mainly with coalition logic, which is the

“next” xx𝐴yy𝑋 fragment of 𝐴𝑇𝐿. Secondly, they all assume perfect information on the agents in the system, while here

we analyse the arguably more challenging case of imperfect information.

Visibility atoms have been used to model explicitly individual knowledge [35], even though only in [5] they were

used in the specific version considered in this paper. In particular, in [35] the authors introduce influence games played

by agents who try to influence the opinion other agents have on a given set of issues. An atom 𝑣𝑖𝑠p𝑖, 𝑝q expresses the

fact that “agent 𝑖 uses her influence power over issue 𝑝”. A notion of (propositional) visibility is analysed in [47] and

the works cited therein. In particular, similarly to what we do here, the indistinguishability relation between epistemic

states is defined in terms of the truth values of observed atoms. Still, a key difference with [47] and related works is that

they introduce modal operators for visibility as well. As a result, their language is richer as it can express introspection

for instance. On the other hand, logics for strategies are not considered in this line of research, while they are the focus

of this paper.

Guarded commands have appeared in the framework of Reactive Modules [3], which vCGS are reminiscent of.

Model checking 𝐴𝑇𝐿 on reactive modules has been investigated in [57], but in a perfect information setting only. More

recently, imperfect information in reactive modules has been explored in [37, 38], however mainly in relation with the

verification of game-theoretic equilibria, while here we study the verification of full 𝐴𝑇𝐿 under imperfect information.

The semantics that we use also compares to the event models of Dynamic Epistemic Logic [60]. The underlying
philosophy of event models is to provide a flexible formalism for representing one-step system evolutions in aspects

regarding both the way the system’s state and information available to each agent change. However, event models

do not focus on the local implementation of actions in the way iCGS do, and therefore they only accommodate a

limited type of “strategic” reasoning. Also, they allow for a more refined specification of the way actions influence

the information update for each agent, by introducing the indistinguishability relations on events. We uphold that

the combination of agent-based action specifications (commands) and visibility atoms allows us to reason about both

agent strategies and information updates. More formally, assuming that some multi-agent variant of event models can

be defined, in the sense of a “parallel composition” of event models for each agent, any instance of a model-checking

problem defined by a Kripke structure, an event model and an 𝐴𝑇𝐿˚
formula can be translated into a CGS model (and

hence into a vCGSmodel too), in which the epistemic formulas in the preconditions constraining event application could

be transferred to the 𝐴𝑇𝐿˚
formula (which would require then the addition of knowledge operators, or a subjective

interpretation of the coalition operators).
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In this paper, we will encode the notion of “terrorist-fraud attacks” in security protocols. It intuitively says: in one

protocol-run, there exists a winning strategy of a coalition including a protocol attacker such that no matter what

strategy is followed by said attacker in a future protocol-run, the latter is no longer winning. So, clearly, this property

requires nesting of 𝐴𝑇𝐿 operators to be encoded. Yet, as far as we know, encoding security properties has never been
done with nested 𝐴𝑇𝐿 modalities. In fact, security properties have seldom been encoded in ATL at all. we know of but

a few examples: properties pertaining to contract-signing [54] and e-voting [6, 41, 56]. Also, most of these prior works

do not operate in a perfect recall semantics, and the coalitions expressed do not necessarily pose on private-information

sharing, as do ours in the collusion setting.

Symbolic security verification of distance bounding (DB), as opposed to computational analysis [21], has

emerged only in the last two years [26, 27, 48]. As the most recent line of this type [27] shows, TF attacks can be expressed

therein only as a simple approximation by imposing sequence of events. That is because in the process-algebraic [20] or

rewriting-based approaches [49] used therein, collusions cannot be expressed either the system-modelling level or at

the property-encoding level. Nonetheless, they do model security more faithfully than we do in Section 4, but this is

primarily due to the fact that herein we present our model in a pen-and-paper version. As such, we believe our model

to be the first formalism to faithfully lend itself to the analysis of terrorist frauds in secure system.

Finally, the restriction to broadcast as mode of communication to retain decidability of the model checking problem

has been explored in [12, 13, 45, 50]. We have compared these approaches to ours in Sec. 6. More generally, other

restrictions on iCGS have been investigated recently, notably the hierarchical systems in [16, 17], which are nonetheless

orthogonal to the present setting. In particular, notice that no hierarchy is assumed on the observations of agents in

vCGS, nor anything similar appears in standard TF attacks.

Previous Work by the Same Authors. Multi-agent systems with some form of private data sharing have been studied

by the same authors in [5], where the formal setting is also based on reactive modules. However, content-wise the

similarities end there. Indeed, the main contribution of [5] is a formula-based notion of model reduction, which is only

provided for 𝐴𝑇𝐿, a proper fragment of the logic 𝐴𝑇𝐿˚
discussed here. Moreover, the definition of 𝐴-cast as mode of

communication among agents is original of this work, including the related decidability result for the model checking

problem under the assumption of perfect recall and imperfect information. None of these questions is tackled in [5].

Previous work by some of the present authors on the notion of bisimulation used in Sec. 5 has appeared in [6, 8], with

some noticeable differences. For instance, bisimulations in [6, 8] are indexed to a unique coalition; whereas here we allow

bisimulations between possibly different coalitions. This generalisation is key for the reduction to two-players games in

Sec. 5.2. Moreover, [6, 8] focus on truth-preservation results, whereas decidability problems are not investigated.

Structure. In Section 2, we present Reactive Modules with imperfect information (RMI) and its notion with visibility

control, recall notions on Alternating-time Temporal Logic (𝐴𝑇𝐿) and concurrent game structures with imperfect

information (iCGS) [4], and provide a reduction of RMI to iCGS. In Section 5, we introduce turned-based iCGS and

define a truth-preserving relation of bisimulation on them. In Section 5, we present the main decidability result of

model checking ATL on top of 𝐴-cast systems. In Section 4, we show how use the logic and result here to check the

existence of collusion-based attacks in secure systems.

2 STRATEGIC REASONING FOR REACTIVE MODULES

In this section we provide a notion of agent in the framework of the Simple Reactive Modules Language [57] in the

context of imperfect information (RMI) (Sec. 2.1). Then, we recall the syntax of Alternating-time Temporal Logic
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(ATL) [4] (Sec. 2.2). Furthermore, in Sec. 2.3 we present an embedding of RMIs into Concurrent Game Structures with

imperfect information (iCGSs), which is used in Sec. 2.4 to provide an interpretation of ATL over RMI.

We denote the length of a tuple 𝑟 as |𝑟 |, and its 𝑖th element as either 𝑟𝑖 or 𝑟 r𝑖s. For 𝑖 ď |𝑟 |, let 𝑟ě𝑖 or 𝑟 rě 𝑖s be the

suffix 𝑟𝑖 , . . . , 𝑟|𝑟 | of 𝑟 starting at 𝑟𝑖 , and let 𝑟ď𝑖 or 𝑟 rď 𝑖s be the prefix 𝑟1, . . . , 𝑟𝑖 of 𝑟 ending at 𝑟𝑖 . The prefix relation on

histories is then defined as usual: ℎ ĺ 𝑘 iff 𝑘rď |ℎ|s “ ℎ. Furthermore, we denote with 𝑙𝑎𝑠𝑡p𝑟q the last element 𝑟|𝑟 | of 𝑟 .

Hereafter, we assume a finite set 𝐴𝑔 “ t1, . . . ,𝑚u of agents and an infinite set 𝐴𝑃 “ t𝑝1, 𝑝2, . . .u of atomic propositions

(or atoms).

Given a set Vars of variables with domain 𝐷𝑜𝑚pVarsq, an evaluation is a function 𝐼 : Vars ÞÑ 𝐷𝑜𝑚pVarsq. Then, for

variable 𝑣 P Vars and (truth) value tv P 𝐷𝑜𝑚pVarsq, we introduce identities 𝑣 “ tv and define 𝐼 |ù 𝑣 “ tv iff 𝐼p𝑣q “ tv.

Notice that such identities allow us to represent multi-valued logics in two-valued Boolean logic. For example, the

fact that a propositional formula 𝑝 ^ 𝑞 has value undefined uu in Kleene’s three-valued logic [44] according to some

evaluation 𝐼 (that is, p𝐼 |ù 𝑝 ^ 𝑞q “ uu) can be represented in two-valued logic as the satisfaction of the following

formula according to the same 𝐼 :

␣p𝑝 “ tt^ 𝑞 “ ttq ^ ␣p𝑝 “ ff _ 𝑞 “ ffq ” p𝑝 “ uu^ 𝑞 ‰ ffq _ p𝑞 “ uu^ 𝑝 ‰ ffq

where 𝑣 ‰ tv is a shorthand for ␣p𝑣 “ tvq.

Obviously, for two-valued variables the procedure just described is redundant and we will build two-valued formulas

directly on variables in Vars.

2.1 Reactive Modules with Imperfect Information

We start by providing details on a notion of agent in the Simple Reactive Modules Language [57], and in particular its

extension with imperfect information presented in [38]. In this context, agents are also known as modules.

Definition 1 (RMI). Given a finite set Vars of variables, a reactive module with imperfect information (RMI) is a

tuple𝑚𝑎 “ x𝑉𝑎,𝑉 𝑖𝑠𝑎, update𝑎y such that

‚ 𝑉𝑎 Ď Vars is the set of variables controlled by module𝑚𝑎 .

‚ 𝑉𝑖𝑠𝑎 Ď Vars is the set of variables visible to module𝑚𝑎 , where 𝑉𝑖𝑠𝑎 X𝑉𝑎 “ H.

‚ update𝑎 is a finite set of update commands of the form:

𝛾 ::“ 𝑔 ù 𝑣1 :“ tv1, . . . , 𝑣𝑘 :“ tv𝑘

where each 𝑣𝑖 P 𝑉𝑎 occur at most once in 𝑣1, . . . , 𝑣𝑘 , guard 𝑔 is a Boolean formula over Vars𝑎 “ 𝑉𝑎 Y𝑉𝑖𝑠𝑎 , and

tv𝑖 P 𝐷𝑜𝑚p𝑣𝑖q, i.e., a value in the domain of variable 𝑣𝑖 .

We denote with gp𝛾q and 𝑎𝑠𝑔p𝛾q the guard (here, 𝑔) and assignment of 𝛾 , respectively. Moreover, we denote with Varsp𝜙q

the set of variables occurring in formula 𝜙 .

The intuitive reading of a guarded command 𝑔 ù 𝑎𝑠𝑔 is: if guard 𝑔 is true, then the agent executes assignment 𝑎𝑠𝑔.

We can introduce a skip action 𝑠𝑘𝑖𝑝 ::“ tt ù 𝜖 , with trivial guard tt and empty assignment 𝜖 .

Example 1. To fully understand the definition, we can consider the following two reactive modules:

‚ 𝑚𝑎 “ x𝑉𝑎,𝑉 𝑖𝑠𝑎, update𝑎y such that

– 𝑉𝑎 “ t𝑣1u
– 𝑉𝑖𝑠𝑎 “ t𝑣2u
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– update𝑎 :

𝛾1𝑎 ::“ 𝑣1 “ tt^ 𝑣2 “ ff ù 𝑣1 :“ tt

𝛾2𝑎 ::“ 𝑣1 “ tt^ 𝑣2 “ ff ù 𝑣1 :“ ff

𝑠𝑘𝑖𝑝𝑎 ::“ tt ù 𝜖

‚ 𝑚𝑏 “ x𝑉𝑏 ,𝑉 𝑖𝑠𝑏 , update𝑏y such that

– 𝑉𝑏 “ t𝑣2u
– 𝑉𝑖𝑠𝑏 “ H
– update𝑏 :

𝛾1
𝑏
::“ 𝑣2 “ ff ù 𝑣2 :“ tt

𝛾2
𝑏
::“ 𝑣2 “ ff ù 𝑣2 :“ ff

𝑠𝑘𝑖𝑝𝑏 ::“ tt ù 𝜖

That is, the first module𝑚𝑎 owns the variable 𝑣1 and can see the variable 𝑣2, while the module𝑚𝑏 owns the variable

𝑣2 but cannot see the variable 𝑣1. Additionally, both modules𝑚𝑎 and𝑚𝑏 have three update commands. In particular,

module𝑚𝑎 can modify the value of variable 𝑣1 when variable 𝑣1 is true and variable 𝑣2 is false; in all other cases, it does

nothing (skip command). Meanwhile, module𝑚𝑏 can modify the value of variable 𝑣2 when variable 𝑣2 is false; in all

other cases, it does nothing (skip command).

Definition 2 (RMI arena). An RMI arena is defined to be an p|𝐴𝑔| ` 4q-tuple A “ x𝐴𝑔,Vars, 𝐴𝑃,Φ𝐼 ,𝑚1, . . . ,𝑚|𝐴𝑔|y,

where:

‚ 𝐴𝑔 is the set of indexes for agents.

‚ Vars is the set of variables and 𝐴𝑃 Ď Vars is the set of atomic propositions.

‚ Φ𝐼 is a formula on 𝐴𝑃 specifying the set of initial states.

‚ For every 𝑎 P 𝐴𝑔,𝑚𝑎 “ x𝑉𝑎,𝑉 𝑖𝑠𝑎, update𝑎y is an RMI.

Hereafter, we assume that control is exclusive: for any two distinct agents 𝑎 and 𝑏, 𝑉𝑎 X𝑉𝑏 “ H, i.e., the sets of

controlled atoms are disjoint. Then, we often talk about the owner 𝑜𝑤𝑛p𝑣q P 𝐴𝑔 of a variable 𝑣 P Vars.

Example 2. We can define an RMI A “ x𝐴𝑔,Vars, 𝐴𝑃,Φ𝐼 ,𝑚𝑎,𝑚𝑏y, where:

‚ 𝐴𝑔 “ t𝑎, 𝑏u;

‚ Vars “ 𝐴𝑃 “ t𝑣1, 𝑣2u;

‚ Φ𝐼 “ 𝑣1 “ tt^ 𝑣2 “ ff;

‚ 𝑚𝑎 “ x𝑉𝑎,𝑉 𝑖𝑠𝑎, update𝑎y and𝑚𝑏 “ x𝑉𝑏 ,𝑉 𝑖𝑠𝑏 , update𝑏y are the RMI defined in Example 1.

Thus, in this example we have two agents, 𝑎 and 𝑏, two atomic propositions 𝑣1 and 𝑣2 (the set of variables and the

atomic propositions coincide in this case), and the set of initial states is a singleton in which 𝑣1 is true and 𝑣2 is false.

7
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2.2 Alternating-time Temporal Logic

To reason about the strategic abilities of agents in RMI arenas, we make use of the Alternating-time Temporal Logic

𝐴𝑇𝐿˚
, whose syntax is defined as follows.

Definition 3 (𝐴𝑇𝐿˚
). State (𝜑) and path (𝜓 ) formulas in 𝐴𝑇𝐿˚ are defined inductively as follows, for 𝑞 P 𝐴𝑃 and

𝐴 Ď 𝐴𝑔.

𝜑 ::“ 𝑞 | ␣𝜑 | 𝜑 ^ 𝜑 | xx𝐴yy𝜓

𝜓 ::“ 𝜑 | ␣𝜓 | 𝜓 ^𝜓 | 𝑋𝜓 | 𝜓𝑈𝜓

The formulas of 𝐴𝑇𝐿˚ are all and only the state formulas.

The strategy operator xx𝐴yy is read as “coalition 𝐴 of agents can achieve . . . ”. The meaning of 𝐿𝑇𝐿 operators ‘next’ 𝑋

and ‘until’ 𝑈 is standard. The Boolean operators _,Ñ, temporal operator ‘release’ 𝑅, and dual operator ‘unavoidably’

rr𝐴ss, are defined as usual.

Example 3. Given the RMI arena of Example 2, we can specify a simple 𝐴𝑇𝐿˚
property like 𝜑 “ xxt𝑎, 𝑏uyy𝑋 𝑣2. Thus,

we can check whether agents 𝑎 and 𝑏 have a collective strategy to satisfy in the next state the atomic proposition 𝑣2.

2.3 RMI arenas as Concurrent Game Structures

In order to interpret the language of𝐴𝑇𝐿˚
on RMI arenas, we show how to embed them into concurrent game structures

with imperfect information [38], the semantics of choice for 𝐴𝑇𝐿˚
.

Definition 4 (Embedding of RMI arenas into iCGS). An RMI arena A “ x𝐴𝑔,Vars, 𝐴𝑃,Φ𝐼 ,𝑚1, . . . ,𝑚|𝐴𝑔|y is

associated with the concurrent game structure MA “ x𝑆, 𝑆0, t𝐴𝑐𝑡𝑎u𝑎P𝐴𝑔, 𝜋, t„𝑎u𝑎P𝐴𝑔, 𝑃, 𝜏y, defined as follows:

‚ 𝑆 “ t𝑠 P 𝐸𝑣𝑎𝑙pVarsqu is the set of states, where 𝐸𝑣𝑎𝑙pVarsq is the set of all evaluations 𝐼 : VarsÑ 𝐷𝑜𝑚pVarsq for

the variables in Vars into their respective domains.

‚ The set 𝑆0 of initial states is the set of states that satisfy formula Φ𝐼 .

‚ For every agent 𝑎 P 𝐴𝑔, 𝐴𝑐𝑡𝑎 “ update𝑎 is the set of actions of agent 𝑎.

Then, 𝐴𝑐𝑡 “
Ť

𝑎P𝐴𝑔 𝐴𝑐𝑡𝑎 is the set of all actions, and 𝐴𝐶𝑇 “
ś

𝑎P𝐴𝑔 𝐴𝑐𝑡𝑎 is the set of all joint actions.

‚ The labelling function 𝜋 : 𝑆 ˆ𝐴𝑃 Ñ ttt, ffu labels each state with the atoms that are true in it, i.e., 𝜋p𝑠, 𝑞q “ tt iff

𝑠p𝑞q “ tt.

‚ The indistinguishability relation is defined so that for every 𝑠, 𝑠1 P 𝑆 , 𝑠 „𝑎 𝑠
1 iff for each 𝑣 P Vars𝑎 , 𝑠p𝑣q “ 𝑠1p𝑣q.

Clearly, „𝑎 is an equivalence relation.

‚ For every state 𝑠 P 𝑆 and agent 𝑎 P 𝐴𝑔, the protocol function 𝑃 : 𝑆 ˆ 𝐴𝑔 Ñ p2𝐴𝑐𝑡 zHq returns the set 𝑃p𝑠, 𝑎q of

enabled update-commands 𝛾 such that 𝑠 |ù gp𝛾q.

In particular, if 𝑠 „𝑎 𝑠
1 then 𝑠 |ù gp𝛾q iff 𝑠1 |ù gp𝛾q, hence, 𝑃p𝑠, 𝑎q “ 𝑃p𝑠1, 𝑎q.

‚ The transition function 𝜏 : 𝑆 ˆ𝐴𝐶𝑇 Ñ 𝑆 is such that a transition 𝜏p𝑠, p𝛾1, . . . , 𝛾𝑛qq “ 𝑠1 holds iff

– for every 𝑎 P 𝐴𝑔, 𝛾𝑎 P 𝑃p𝑠, 𝑎q;

– for every 𝑣 P Vars and 𝑜𝑤𝑛p𝑣q P 𝐴𝑔, 𝜋p𝑠1, 𝑣q “ tv iff either 𝑎𝑠𝑔p𝛾𝑜𝑤𝑛p𝑣qq contains an assignment 𝑣 :“ tv or,

𝜋p𝑠, 𝑣q “ tv and 𝑎𝑠𝑔p𝛾𝑜𝑤𝑛p𝑣qq does not contain an assignment 𝑣 :“ tv1, where tv, tv1 P 𝐷𝑜𝑚p𝑣q and tv1 ‰ tv.

The iCGS associated with an RMI arena describes the interactions of the agents in set 𝐴𝑔. Each agent 𝑎 performs

the actions in 𝐴𝑐𝑡𝑎 “ update𝑎 according to the protocol function 𝑃 . By acting synchronously, the agents brings about

8
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𝑣1, 𝑣2

p𝛾1

𝑎, 𝛾
1

𝑏
q||p𝑠𝑘𝑖𝑝𝑎, 𝛾

1

𝑏
q p𝛾2

𝑎, 𝛾
1

𝑏
q p𝛾2

𝑎, 𝛾
2

𝑏
q||p𝛾2

𝑎, 𝑠𝑘𝑖𝑝𝑏q

p𝑠𝑘𝑖𝑝𝑎, 𝑠𝑘𝑖𝑝𝑏q p𝑠𝑘𝑖𝑝𝑎, 𝑠𝑘𝑖𝑝𝑏q p𝑠𝑘𝑖𝑝𝑎, 𝛾
2

𝑏
q||p𝑠𝑘𝑖𝑝𝑎, 𝑠𝑘𝑖𝑝𝑏q

p𝛾1

𝑎 ||𝑠𝑘𝑖𝑝𝑎, 𝛾
2

𝑏
||𝑠𝑘𝑖𝑝𝑏q

p𝑠𝑘𝑖𝑝𝑎, 𝛾
1

𝑏
q

Fig. 1. An iCGS for the RMI arena of Example 2. Note that, || is used when there are multiple possibilities to activate the same
transition from a state. For simplicity of writing, we used this operator on tuples or single actions.

change in the system according to the transition function 𝜏 . Further, every agent 𝑎 has imperfect information about

the global state of the iCGS, and in every state 𝑠 she considers any state 𝑠1 „𝑎 𝑠 as (epistemically) possible [30, 43].

Equivalently, the information set of an agent 𝑎 can be defined as the equivalence class r𝑠s𝑎 “ t𝑠
1 P 𝑆 | 𝑠1 „𝑎 𝑠u. Agents

have perfect information whenever every equivalence relation „𝑎 is the identity relation, that is, all equivalence classes

r𝑠s𝑎 are singletons.

Remark 1. Note that the size of the iCGS associated with an arena A is exponential in the number of states of A.

Example 4. Given the RMI arena of Example 2, we can generate the iCGS depicted in Figure 1. Here, we have four

states 𝑆 “ t𝑠𝐼 , 𝑠1, 𝑠2, 𝑠3u, where 𝑠𝐼 represents the initial state. The actions that label the transitions are the possible

combinations of the enabled update commands for 𝑎 and 𝑏. Since agent 𝑏 cannot see variable 𝑣1, we have 𝑠1 „𝑏 𝑠2 and

𝑠𝐼 „𝑏 𝑠3. In fact, 𝑏 can only distinguish states that differ in the truth value of 𝑣2.

2.4 ATL Semantics on RMI arenas

The interpretation of 𝐴𝑇𝐿˚ with imperfect information and perfect recall [43] is defined on RMI arenas by using the

associated iCGS. Given an RMI arena, a trace is a (finite or infinite) sequence 𝑡𝑟 “ 𝑠1 ®𝛼1𝑠2 ®𝛼2 . . . such that for every 𝑖 ,

𝑠𝑖`1 “ 𝜏p𝑠𝑖 , ®𝛼q. The length of the trace is the maximal index of an action ®𝛼𝑖 in the sequence. A path is then a trace from

which the actions are ignored, i.e., 𝑝 “ 𝑠1𝑠2 . . . Also a finite, non-empty path ℎ P 𝑆`
is called a history. Hereafter, we

extend the indistinguishability relation „𝑎 to histories as follows: for every ℎ,ℎ1 P 𝑆`
, ℎ „𝑎 ℎ

1
iff |ℎ| “ |ℎ1| and for

every 𝑖 ď |ℎ|, ℎ𝑖 „𝑎 ℎ
1
𝑖
.

Definition 5 (Strategy). A uniform, memoryful strategy for agent 𝑎 P 𝐴𝑔 is a function 𝑓𝑎 : 𝑆` Ñ 𝐴𝑐𝑡𝑎 such that

for all histories ℎ,ℎ1 P 𝑆`, we have:

(i) 𝑓𝑎pℎq P 𝑃p𝑙𝑎𝑠𝑡pℎq, 𝑎q;

(ii) if ℎ „𝑎 ℎ
1 then 𝑓𝑎pℎq “ 𝑓𝑎pℎ

1q.

Hereafter we consider the objective and subjective interpretations of𝐴𝑇𝐿˚
, which are its most popular semantics [43].

Formally, given a joint strategy 𝐹𝐴 “ t𝑓𝑎 | 𝑎 P 𝐴u for coalition 𝐴 Ď 𝐴𝑔, and history ℎ P 𝑆`
, let 𝑜𝑢𝑡𝑜𝑏 𝑗 pℎ, 𝐹𝐴q, be the set

of all infinite paths 𝑝 starting from ℎ and consistent with 𝐹𝐴 , that is, 𝑝 P 𝑜𝑢𝑡𝑜𝑏 𝑗 pℎ, 𝐹𝐴q iff 𝑝ď|ℎ| “ ℎ, and for all 𝑖 ě |ℎ|,

𝑝𝑖`1 “ 𝜏p𝑝𝑖 , ®𝛼q, where for all 𝑎 P 𝐴, 𝛼𝑎 “ 𝑓𝑎p𝑝ď𝑖q. Then, 𝑜𝑢𝑡𝑠𝑢𝑏pℎ, 𝐹𝐴q “
Ť

ℎ1„𝑎ℎ,𝑎P𝐴 𝑜𝑢𝑡𝑜𝑏 𝑗 pℎ
1, 𝐹𝐴q, that is, it is the

set of all infinite paths 𝑝 whose initial segment is indistinguishable from ℎ, for some 𝑎 P 𝐴, and consistent with 𝐹𝐴 .

We now assign a meaning to 𝐴𝑇𝐿˚
formulas on iCGSs.
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Definition 6 (Satisfaction). The satisfaction relation |ù𝑥 for 𝑥 P t𝑜𝑏 𝑗, 𝑠𝑢𝑏u, an iCGS M, state 𝑠 , infinite path 𝑝 , state

formula 𝜑 , and path formula𝜓 is defined as follows:

pM, 𝑠q |ù𝑥 𝑞 iff 𝜋p𝑠, 𝑞q “ tt

pM, 𝑠q |ù𝑥 ␣𝜑 iff pM, 𝑠q ­|ù𝑥 𝜑

pM, 𝑠q |ù𝑥 𝜑 ^ 𝜑
1 iff pM, 𝑠q |ù𝑥 𝜑 and pM, 𝑠q |ù𝑥 𝜑

1

pM, 𝑠q |ù𝑥 xx𝐴yy𝜓 iff for some strategy 𝐹𝐴 , for all infinite paths 𝑝1 P 𝑜𝑢𝑡𝑥 p𝑠, 𝐹𝐴q, pM, 𝑝1q |ù𝑥 𝜓

pM, 𝑝q |ù𝑥 𝜑 iff pM, 𝑝1q |ù𝑥 𝜑

pM, 𝑝q |ù𝑥 ␣𝜓 iff pM, 𝑝q ­|ù𝑥 𝜓

pM, 𝑝q |ù𝑥 𝜓 ^𝜓
1 iff pM, 𝑝q |ù𝑥 𝜓 and pM, 𝑝q |ù𝑥 𝜓

1

pM, 𝑝q |ù𝑥 𝑋𝜓 iff pM, 𝑝ě2q |ù𝑥 𝜓

pM, 𝑝q |ù𝑥 𝜓1𝑈𝜓2 iff for some 𝑗 ě 1, pM, 𝑝ě𝑗 q |ù𝑥 𝜓2, and for all 1 ď 𝑘 ă 𝑗 , pM, 𝑝ě𝑘q |ù𝑥 𝜓1

The semantics of operators ‘unavoidably’ rr𝐴ss, ‘eventually’ 𝐹 , ‘globally’ 𝐺 , and ‘release’ 𝑅 can be introduced as

standard. Hereafter, we remove the subscripts 𝑜𝑏 𝑗 , 𝑠𝑢𝑏 whenever inconsequential or clear from the context.

A formula 𝜑 is true in an iCGS M, or M |ù 𝜑 , iff for all initial states 𝑠0 P 𝑆0, pM, 𝑠0q |ù 𝜑 . Finally, a formula 𝜑 is true in

an RMI arena A, or A |ù 𝜑 , iff 𝜑 is true in the associated iCGS MA .

Notice that the subjective interpretation of 𝐴𝑇𝐿˚
(with perfect recall), whereby operator xx𝐴yy is evaluated on all

paths 𝑝 P 𝑜𝑢𝑡p𝑠, 𝐹𝐴q, epistemically consistent with the current state 𝑠 , is in contrast with the objective interpretation,

which only considers paths actually starting from the current state. The subjective interpretation of 𝐴𝑇𝐿˚
allows us

to talk about the strategic abilities of agents as depending on their knowledge, which is essential in the analysis of

security protocols. We illustrate this point in Section 4.

Hereafter we tackle the following major decision problem.

Definition 7 (Model checking problem). The model checking problem for RMI arenas has as inputs an RMI arena

A and an 𝐴𝑇𝐿˚ formula 𝜙 and asks whether A |ù 𝜙 .

The following theorem is an immediate consequence of the the undecidability of 𝐴𝑇𝐿 with imperfect information,

under the assumption of perfect recall [4, 29]:

Theorem 5. The model checking problem for 𝐴𝑇𝐿 on RMI arenas is undecidable.

In the rest of the paper, we will use the following usual notations from [30], without introducing commonplace

notions such as common knowledge and distributed knowledge:

‚ „𝐸
𝐴
“

Ť

𝑎P𝐴 „𝑎 denotes the collective knowledge relation for coalition 𝐴.

‚ „𝐶
𝐴
“

`

„𝐸
𝐴

˘˚
denotes the common knowledge relation for coalition 𝐴, where ˚

is the transitive closure.

‚ „𝐷
𝐴
“

Ş

𝑎P𝐴 „𝑎 denotes the distributed knowledge relation for coalition 𝐴.

All these notations are overloaded over states and histories: let „ be any of „𝑎 , „
𝐸
𝐴
, „𝐶

𝐴
, or „𝐷

𝐴
, for 𝑎 P 𝐴𝑔 and

𝐴 Ď 𝐴𝑔. Then, for all histories ℎ, ℎ1
, we set ℎ „ ℎ1

iff (i) |ℎ| “ |ℎ1|, and (ii) for every 𝑗 ď |ℎ|, ℎ 𝑗 „ ℎ1
𝑗
. Furthermore,

we denote with 𝐶𝐴pℎq the common knowledge neighbourhood of history ℎ P 𝐻𝑖𝑠𝑡pMq for coalition 𝐴 Ď 𝐴𝑔. That is,

𝐶𝐴pℎq “ tℎ
1 | ℎ „𝐶

𝐴
ℎ1u.

10
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3 VISIBILITY CONTROL

The scope of this section is twofold. Firstly, we present a class of reactive modules in which the visibility control of

atoms is explicit, in the sense that specific commands may allow each variable to be declared as visible or invisible to

some agent. The relevance of this visibility control mechanism will be apparent in the Terrorist Fraud case study, that

we present in Section 4.

Secondly, we identify a subclass of reactive modules with visibility control which accommodate a decidable model-

checking problem for 𝐴𝑇𝐿˚
, under the assumption of imperfect knowledge and perfect recall. This subclass is inspired

by and generalizes systems without information forks [33]. We also give two semantic counterparts of the relevant

property, the strategic distributed knowledge and the 𝐴-cast properties, defined on iCGS, and state the decidability of

a subclass of the model-checking problem, namely for formulas which utilize coalition operators only for coalitions

that have strategic distributed knowledge. The role of the 𝐴-cast property is to make the connection between visibility

control with no information forks and strategic distributed knowledge.

3.1 Reactive modules with visibility control

Definition 8 (RMI arenawith visibility control). AnRMI arenawith visibility control is a tupleA “ x𝐴𝑔,Vars, 𝐴𝑃,

Φ𝐼 ,𝑚1, . . . ,𝑚|𝐴𝑔|y, where:

‚ 𝐴𝑔, Vars, and 𝐴𝑃 are defined as for RMI arenas in Def. 2.

We denote with VA “ Varsz𝐴𝑃 the set of visibility variables and for each 𝑣 P VA, 𝐷𝑜𝑚p𝑣q “ ttt, ff, Òu, where Ò is

the undefined value. Furthermore, for each 𝑎 P 𝐴𝑔, we define a mapping 𝑣𝑖𝑠𝑎 : 𝑉𝑎 ˆ𝐴𝑔Ñ VA and denote 𝑣𝑖𝑠𝑎p𝑣, 𝑏q

as 𝑣𝑎,𝑏 .

‚ Each disjunct 𝑑𝑖 of formula Φ𝐼 needs to satisfy the following constraint: for every variable 𝑣𝑎,𝑏 P VAX Varsp𝑑𝑖q,

if 𝑣𝑎,𝑏 “ tv appears in 𝑑𝑖 , for tv P ttt, ffu, then 𝑣 “ tv, i.e., variable 𝑣 has to have the same truth value of 𝑣𝑎,𝑏 ,

intuitively.

‚ Every module𝑚𝑖 “ x𝑉𝑎,𝑉 𝑖𝑠𝑎, update𝑎y has the following additional constraints:

– t𝑣𝑎,𝑏 P VA | 𝑏 ‰ 𝑎u Ď 𝑉𝑎 .

– 𝑉𝑖𝑠𝑎 “ t𝑣𝑏,𝑎 P VA | 𝑏 ‰ 𝑎u, i.e., the set of visibility variables for 𝑎.

– Each command in update𝑎 is of the form:

𝛾 ::“ 𝑔 ù 𝑣1 :“ tv1, . . . , 𝑣𝑘 :“ tv𝑘

𝑣𝑎,𝑏1 :“ tv𝑘`1
, . . . , 𝑣𝑎,𝑏𝑚 :“ tv𝑘`𝑚

where 𝑣𝑖 P 𝑉𝑎 , 𝑣𝑎,𝑏𝑖 P VA, and 𝑏1, . . . 𝑏𝑚 P 𝐴𝑔zt𝑎u.

Let us give some intuition around Definition 8. In an RMI arena with visibility control, each agent 𝑎 literally has

actions that not only update the values of its own variables 𝑣𝑎 , but also these actions by 𝑎 set some of these variables in

𝑉𝑎 to be visible or invisible to other agents 𝑏 (i.e., it modulates the set 𝑉𝑖𝑠𝑏 of variables). So, the 𝑢𝑝𝑑𝑎𝑡𝑒𝑎 command

says that if guard 𝑔 holds (which is a boolean condition on all 𝑎’s variables), then agent 𝑎 will respectively set values

tv1, . . . , tv𝑘 to its variables 𝑣1, . . . , 𝑣𝑘 , but also set/reset the visibility to “on”/“off” (tv𝑘`...) for variables of its own for

other agents 𝑏𝑖 . As per previous definitions, these latter variables denoted 𝑣𝑎,𝑏𝑖 are still variables in 𝑉𝑎 but there can be

observed by other agents, i.e., they are also in VA.

Further, we require commands in our RMI arenas with visibility control to be consistent.

11
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Definition 9 (Consistent Command). A command 𝛾 is consistent iff whenever 𝑣𝑎,𝑏𝑖 “ tv𝑘`𝑖 appears in 𝑎𝑠𝑔p𝛾q, for

tv𝑘`𝑖 P ttt, ffu, then either 𝑣 :“ tv𝑘`𝑖 appears in 𝑎𝑠𝑔p𝛾q as well, or 𝑔 |ù p𝑣 “ tv𝑘`𝑖q, i.e., either the variable 𝑣 associated

with the visibility variable 𝑣𝑎,𝑏𝑖 is assigned the same truth value, or 𝑣 has already the same truth value of 𝑣𝑎,𝑏𝑖 .

Intuitively, by the above definition we can make explicit the ability for each agent to make visible or invisible their

own variables for some other agent. Given a variable 𝑣𝑎,𝑏 , agent 𝑎 is the owner of 𝑣 and if 𝑎 makes 𝑣𝑎,𝑏 “ tt (resp.,

𝑣𝑎,𝑏 “ ff) then agent 𝑏 can see the variable 𝑣 and its truth value. The latter follows by the second and third items of

Def. 8, whereby 𝑣 has the same truth value as 𝑣𝑎,𝑏 in case 𝑣𝑎,𝑏 “ tt or 𝑣𝑎,𝑏 “ ff. Otherwise 𝑣𝑎,𝑏 “Ò and by consequence

agent 𝑏 can not see variable 𝑣 .

Example 6. By following Example 2, we can define an RMI with visibility control A “ x𝐴𝑔,Vars, 𝐴𝑃,Φ𝐼 ,𝑚𝑎,𝑚𝑏y,

where:

‚ 𝐴𝑔 “ t𝑎, 𝑏u;

‚ Vars “ t𝑣1, 𝑣2, 𝑣𝑖𝑠𝑎p𝑣1, 𝑏q, 𝑣𝑖𝑠𝑏p𝑣2, 𝑎qu;

‚ 𝐴𝑃 “ t𝑣1, 𝑣2u;

‚ Φ𝐼 “ 𝑣1 “ tt^ 𝑣2 “ ff ^ 𝑣𝑖𝑠𝑎p𝑣1, 𝑏q “Ò ^𝑣𝑖𝑠𝑏p𝑣2, 𝑎q “ ff;

‚ 𝑚𝑎 “ x𝑉𝑎,𝑉 𝑖𝑠𝑎, update𝑎y such that

– 𝑉𝑎 “ t𝑣1, 𝑣𝑖𝑠𝑎p𝑣1, 𝑏qu
– 𝑉𝑖𝑠𝑎 “ t𝑣𝑖𝑠𝑏p𝑣2, 𝑎qu
– update𝑎 :

𝛾1𝑎 ::“ 𝑣1 “ tt^ 𝑣𝑖𝑠𝑎p𝑣1, 𝑏q “Ò ^𝑣𝑖𝑠𝑏p𝑣2, 𝑎q “ ff ù 𝑣1 :“ tt, 𝑣𝑖𝑠𝑎p𝑣1, 𝑏q :“ Ò

𝛾2𝑎 ::“ 𝑣1 “ tt^ 𝑣𝑖𝑠𝑎p𝑣1, 𝑏q “Ò ^𝑣𝑖𝑠𝑏p𝑣2, 𝑎q “ ff ù 𝑣1 :“ ff, 𝑣𝑖𝑠𝑎p𝑣1, 𝑏q :“ Ò

𝛾3𝑎 ::“ 𝑣1 “ tt^ 𝑣𝑖𝑠𝑎p𝑣1, 𝑏q “Ò ^𝑣𝑖𝑠𝑏p𝑣2, 𝑎q “ ff ù 𝑣𝑖𝑠𝑎p𝑣1, 𝑏q :“ tt

𝛾4𝑎 ::“ 𝑣1 “ tt^ 𝑣𝑖𝑠𝑎p𝑣1, 𝑏q “Ò ^𝑣𝑖𝑠𝑏p𝑣2, 𝑎q “Ò ù 𝑣1 “ ff ^ 𝑣𝑖𝑠𝑎p𝑣1, 𝑏q :“ ff

𝑠𝑘𝑖𝑝𝑎 ::“ tt ù 𝜖

‚ 𝑚𝑏 “ x𝑉𝑏 ,𝑉 𝑖𝑠𝑏 , update𝑏y such that

– 𝑉𝑏 “ t𝑣2, 𝑣𝑖𝑠𝑏p𝑣2, 𝑎qu
– 𝑉𝑖𝑠𝑏 “ t𝑣𝑖𝑠𝑎p𝑣1, 𝑏qu
– update𝑏 :

𝛾1
𝑏
::“ 𝑣2 “ ff ^ 𝑣𝑖𝑠𝑎p𝑣1, 𝑏q “Ò ^𝑣𝑖𝑠𝑏p𝑣2, 𝑎q “ ff ù 𝑣2 :“ tt, 𝑣𝑖𝑠𝑏p𝑣2, 𝑎q “ tt

𝛾2
𝑏
::“ 𝑣2 “ ff ^ 𝑣𝑖𝑠𝑎p𝑣1, 𝑏q “Ò ^𝑣𝑖𝑠𝑏p𝑣2, 𝑎q “ ff ù 𝑣2 :“ ff, 𝑣𝑖𝑠𝑏p𝑣2, 𝑎q “ ff

𝑠𝑘𝑖𝑝𝑏 ::“ tt ù 𝜖

Thus, with RMI with visibility control, we add additional variables that enable agents to modify the visibility of the

atoms they control. Therefore, following our running example, agent 𝑎 (resp. 𝑏) can make variable 𝑣1 (resp. 𝑣2) visible

or invisible to agent 𝑏 (resp. 𝑎) through the variable vis𝑎p𝑣1, 𝑏q (resp. vis𝑏p𝑣2, 𝑎q). Note that this capability must then

adhere to the agent’s ability through the update commands. In fact, assuming the update commands defined in the

respective modules, it can be observed that the ability to change the visibility of an atom has actually been assigned

only to agent 𝑎 via update commands 𝛾1𝑎 and 𝛾2𝑎 .
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𝑠𝐼
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𝑣1, 𝑣2

p𝛾1

𝑎, 𝛾
1

𝑏
q||p𝑠𝑘𝑖𝑝𝑎, 𝛾

1
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1
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2

𝑏
q||p𝛾2

𝑎, 𝑠𝑘𝑖𝑝
2

𝑏
q p𝛾3

𝑎, 𝛾
1

𝑏
q p𝛾3

𝑎, 𝛾
2

𝑏
q||p𝛾3

𝑎, 𝑠𝑘𝑖𝑝𝑏q

p𝑠𝑘𝑖𝑝𝑎, 𝑠𝑘𝑖𝑝𝑏q p𝑠𝑘𝑖𝑝𝑎, 𝑠𝑘𝑖𝑝𝑏q
p𝑠𝑘𝑖𝑝𝑎, 𝛾

2

𝑏
q||p𝑠𝑘𝑖𝑝𝑎, 𝑠𝑘𝑖𝑝𝑏q

p𝑠𝑘𝑖𝑝𝑎, 𝑠𝑘𝑖𝑝𝑏q p𝑠𝑘𝑖𝑝𝑎, 𝑠𝑘𝑖𝑝𝑏q

p𝛾1

𝑎 ||𝑠𝑘𝑖𝑝𝑎, 𝛾
2

𝑏
||𝑠𝑘𝑖𝑝𝑏q

p𝑠𝑘𝑖𝑝𝑎, 𝛾
1

𝑏
q

Fig. 2. An iCGS for the RMI arena with visibility control of Example 6. Note that, || is used when there are multiple possibilities to
activate the same transition from a state. For simplicity of writing, we used this operator on tuples or single actions.

Given the above RMI arena with visibility control, we can construct the iCGS depicted in Figure 2. In this case,

we have six states: an initial state 𝑠𝐼 and five additional states 𝑠1, . . . , 𝑠5. Notice that we do not have all the possible

combinations of the update commands for 𝑎 and 𝑏 since the fourth update command 𝛾4𝑎 of 𝑎 is not available in the initial

state (and also in the other states) because the guard of 𝛾4𝑎 is not satisfied. For the equivalence relations, we follow the

same reasoning as in Example 4, that is 𝑠1 „𝑏 𝑠2 and 𝑠𝐼 „𝑏 𝑠3.

3.2 iCGS with Coalition Broadcast

In this section, we introduce our notions of strategic distributed knowledge and𝐴-cast iCGS, and we state our decidability

result. The first notion introduced, 𝐴-cast, models situations in which any information which an agent from outside a

coalition 𝐴 wants to send to some member of the coalition is broadcasted to all the members of 𝐴. The formal statement

is the following:

Definition 10 (Coalition Broadcast). Given an iCGS M and a coalition 𝐴, we say that M is 𝐴-cast if for any states

𝑠1, 𝑠2, 𝑠
1
1
, 𝑠1
2
P 𝑆 and actions 𝛼1, 𝛼2 P 𝐴𝐶𝑇 , the following condition holds:

If

‚ 𝑠1 „
𝐷
𝐴
𝑠2

‚ 𝜏p𝑠1, 𝛼1q “ 𝑠1
1
and 𝜏p𝑠2, 𝛼2q “ 𝑠1

2

‚ 𝛼1 𝐴
“ 𝛼2 𝐴

‚ 𝑠1
1
„𝐸
𝐴
𝑠1
2
,

then 𝑠1
1
„𝐷
𝐴
𝑠1
2
.

Note that this is a structural notion on iCGS and can be checked easily. Intuitively, by Def. 10, whenever a coalition

𝐴 of agents has distributed knowledge, the agents in 𝐴 perform some action, and in the resulting states everybody in

coalition𝐴 knows some fact, then this fact is also distributed knowledge. This corresponds to the notion that distributed

knowledge is preserved within the coalition.

Next, we give an example of an RMI, and its underlying CGS is an A-cast iCGS; it is easy to see the two agents 𝑎

and 𝑏 in the iCGS and their 𝑢𝑝𝑑𝑎𝑡𝑒 commands define the states of this A-cast iCGS clearly. We do not draw it as as

state-transition figure, since there are over 14 unwound states

13
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Example 7. To fully understand the concept of A-cast, let’s assume that our coalition 𝐴 is composed of agents 𝑎 and

𝑏 and add an additional module𝑚𝑐 “ x𝑉𝑐 ,𝑉 𝑖𝑠𝑐 , update𝑐y to our RMI with visibility control as follows:

‚ 𝑉𝑐 “ t𝑣3, 𝑣𝑖𝑠𝑐p𝑣3, 𝑎q, 𝑣𝑖𝑠𝑐p𝑣3, 𝑏qu

‚ 𝑉𝑖𝑠𝑐 “ t𝑣𝑖𝑠𝑎p𝑣1, 𝑐q, 𝑣𝑖𝑠𝑏p𝑣2, 𝑐qu

‚ update𝑐 :

𝛾1𝑐 ::“ 𝑣3 “ tt ù 𝑣𝑖𝑠𝑐p𝑣3, 𝑎q :“ tt, 𝑣𝑖𝑠𝑐p𝑣3, 𝑏q :“ Ò

𝛾2𝑐 ::“ 𝑣3 “ ff ù 𝑣𝑖𝑠𝑐p𝑣3, 𝑎q :“ Ò, 𝑣𝑖𝑠𝑐p𝑣3, 𝑏q :“ ff

𝑠𝑘𝑖𝑝𝑐 ::“ tt ù 𝜖

Note that the RMI with visibility control composed of the three modules𝑚𝑎 ,𝑚𝑏 , and𝑚𝑐 generates an iCGS that is not

t𝑎, 𝑏u-cast. In fact, depending on the value of the variable 𝑣3, the module𝑚𝑐 makes the variable visible to either module

𝑚𝑎 or module𝑚𝑏 , thus not adhering to the concept of broadcast as defined in Definition 10.

An example of module𝑚𝑐 that respects the t𝑎, 𝑏u-cast property is the one with the following update commands:

𝛾1𝑐 ::“ 𝑣3 “ tt ù 𝑣𝑖𝑠𝑐p𝑣3, 𝑎q :“ tt, 𝑣𝑖𝑠𝑐p𝑣3, 𝑏q :“ tt

𝛾2𝑐 ::“ 𝑣3 “ ff ù 𝑣𝑖𝑠𝑐p𝑣3, 𝑎q :“ ff, 𝑣𝑖𝑠𝑐p𝑣3, 𝑏q :“ ff

𝛾3𝑐 ::“ tt ù 𝑣𝑖𝑠𝑐p𝑣3, 𝑎q :“ Ò, 𝑣𝑖𝑠𝑐p𝑣3, 𝑏q :“ Ò

𝑠𝑘𝑖𝑝𝑐 ::“ tt ù 𝜖

The second notion we introduce here, which is strategic distributed knowledge inside a coalition 𝐴, is a technical

property on strategies of 𝐴 which allows a decidable model-checking problem. Intuitively, the members of 𝐴 have

strategic distributed knowledge if, for each joint strategy 𝜎 , the restriction of the common knowledge relation to

histories compatible with 𝜎 is identical with the restriction of the distributed knowledge relation. In some sense, this

can be seen as a generalization of the decidability of model-checking of ATL for coalitions whose strategies are based

on distributed knowledge, as in [28].

Definition 11 (Strategic Distributed Knowledge). Given an iCGS M and a coalition 𝐴 Ď 𝐴𝑔, we say that 𝐴 has

strategic distributed knowledge (DS-knowledge for short) in M if the following property holds:

‚ For every uniform strategy 𝜎𝐴 and histories ℎ1, ℎ2 P 𝑜𝑢𝑡p𝜎𝐴q such that ℎ1 „𝐶
𝐴
ℎ2, ℎ1r1s “ ℎ2r1s and 𝑙𝑠𝑡pℎ1q “

𝑙𝑠𝑡pℎ2q, we have that ℎ1„𝐷
𝐴
ℎ2.

The connection between the two notions is ensured by the following result:

Lemma 1. In any 𝐴-cast iCGS M, coalition 𝐴 has DS-knowledge.

Proof. We actually prove the following stronger property: if ℎ1, ℎ2 P 𝑜𝑢𝑡p𝜎𝐴q, ℎ1r1s „
𝐷
𝐴
ℎ2r1s and ℎ1 „

𝐶
𝐴
ℎ2, then

ℎ1 „
𝐷
𝐴
ℎ2. This can be proved by induction on |ℎ1| “ |ℎ2|. Note that the base case is trivial.

Assume now |ℎ1| “ |ℎ2| “ 𝑛 ` 1 and ℎ1 „
𝐶
𝐴
ℎ2. We only prove that, when ℎ1 „

𝐸
𝐴
ℎ2, we get ℎ1 „

𝐷
𝐴
ℎ2 and

then generalize by an inductive argument to conclude also for ℎ1 „
𝐶
𝐴
ℎ2, since „

𝐶
𝐴
“ p„𝐸

𝐴
q˚. The assumption implies

that ℎ1rď 𝑛s „𝐸
𝐴
ℎ2rď 𝑛s, which, by the inductive hypothesis, entails ℎ1rď 𝑛s „𝐷

𝐴
ℎ2rď 𝑛s. But then we have that

𝜎𝐴pℎ1rď 𝑛sq “ 𝜎𝐴pℎ2rď 𝑛sq and since the assumption also entails 𝑙𝑠𝑡pℎ1q „
𝐸
𝐴
𝑙𝑠𝑡pℎ2q, the definition of 𝐴-cast can be

applied to conclude that 𝑙𝑠𝑡pℎ1q „
𝐷
𝐴
𝑙𝑠𝑡pℎ2q.
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More formally, suppose we have a family C P 2
2
𝐴𝑔
. An𝐴𝑇𝐿˚

formula 𝜑 is called a C-formula if any coalition operator

occurring in 𝜑 utilizes a coalition in C. The main result of this paper states the decidability of the model-checking

problem for iCGS which satisfy 𝐷𝑆 ´ 𝑘𝑛𝑜𝑤𝑙𝑒𝑑𝑔𝑒 for each coalition 𝐴 in a family of coalitions C and for C-formulas.

Theorem 8. Given a sequence C of coalitions, the model-checking problem for C-formulas and for iCGS in which each

coalition 𝐴 in C has DS-knowledge is 2´ 𝐸𝑋𝑃𝑇 𝐼𝑀𝐸-complete.

The proof of this theorem involves reducing the problem of checking whether each coalition 𝐴 which has DS-

knowledge may enforce an LTL formula𝜓 to the synthesis problem for formula𝜓 in a two-player, zero-sum game in

which the "protagonist" has imperfect information. The DS-knowledge property ensures that the information sets for

coalition 𝐴 do not "grow unboundedly". One then only needs to treat the case of nested coalition operators, which can

be done in the usual way, by identifying which states satisfy each subformula xx𝐴yy𝜓 where 𝐴 is a coalition in C, then
introducing new propositional atoms 𝑝xx𝐴yy𝜓 , which replace the subformulas xx𝐴yy𝜓 , and then iterate.

Formally, the reduction to a finite game arena amounts to showing that the turn-based version 𝑇𝐵pG, 𝐴q is bisimilar

with a two-player, turn-based, zero-sum finite-state game arena with imperfect information which simulates the

common knowledge inside coalition 𝐴, along each uniform strategy for 𝐴, and then using results from [25] to decide

whether the protagonist of this turn-based game can enforce an LTL formula. In general, this two-player, turn-based,

zero-sum game arena can be built for any iCGS, but this is an infinite-state game arena since the information sets

corresponding with runs of length 𝑘 grow unboundedly. This infinite information set construction appears already in

[18]. The DS-knowledge property ensures that this infinite game structure is bisimilar with a finite game structure. The

details of these semantic constructions are presented in Section 5.2.

3.3 RMI without Information Forks

In this section we identify a class of RMI arenas with visibility control which satisfy the 𝐴-cast property. We introduce

the following notation: given an RMI arenaA “ x𝐴𝑔,Vars, 𝐴𝑃,Φ𝐼 ,𝑚1, . . . ,𝑚|𝐴𝑔|y, an agent 𝑐 P 𝐴𝑔, an update command

𝛾 P update𝑐 and a state 𝑠 P 𝐸𝑣𝑎𝑙pVarsq such that 𝑠 |ù gp𝛾q, we denote 𝛾p𝑠q the state resulting when 𝑐 executes update 𝛾

while the other agents execute a 𝑠𝑘𝑖𝑝 action. More formally, 𝛾p𝑠q “ 𝜏p𝑠, 𝛼q where 𝛼 is the tuple of updates with 𝛼𝑐 “ 𝛾

and 𝛼𝑎 “ 𝑠𝑘𝑖𝑝 for 𝑎 ‰ 𝑐 .

Recall that, for two commands 𝛾1, 𝛾2 P update𝑐 , 𝑠1, 𝑠2 P 𝐸𝑣𝑎𝑙pVarsq and some 𝑎 P 𝐴𝑔, 𝛾1p𝑠1q ȷ𝑎 𝛾2p𝑠2q if there exists

some 𝑣 P 𝑉𝑐 X𝑉𝑖𝑠𝑎 with 𝛾1p𝑠1qp𝑣q ‰ 𝛾2p𝑠2qp𝑣q.

The following proposition gives a simple algorithm for checking that an RMI arena satisfies the 𝐴-cast property

for some 𝐴 Ď 𝐴𝑔. Recall that, given two states 𝑠1, 𝑠2 P 𝑆 , 𝑠1 „
𝐷
𝐴
𝑠2 iff for all 𝑎 P 𝐴 and 𝑣 P 𝑉𝑎 Y 𝑉𝑖𝑠𝑎 we have that

𝑠1p𝑣q “ 𝑠2p𝑣q.

Proposition 1. Given an RMI arenaA “ x𝐴𝑔,Vars, 𝐴𝑃,Φ𝐼 ,𝑚1, . . . ,𝑚|𝐴𝑔|y, the iCGS𝑀A associated withA is 𝐴-cast

iff the following property holds:

‚ For every states 𝑠1, 𝑠2 P 𝐸𝑣𝑎𝑙pVarsq with 𝑠1 „𝐷
𝐴
𝑠2, 𝑐 R 𝐴, and commands 𝛾1, 𝛾2 P update𝑐 , if there exists some

𝑎 P 𝐴 such that 𝛾1p𝑠1q ȷ𝑎 𝛾2p𝑠2q, then for all 𝑏 P 𝐴, 𝛾1p𝑠1q ȷ𝑏 𝛾2p𝑠2q.

Proof. Assume 𝑠1 „
𝐷
𝐴
𝑠2 and take some 𝛼1, 𝛼2 P 𝐴𝐶𝑇 , with 𝛼1 𝐴

“ 𝛼2 𝐴
. For each 𝑐 R 𝐴, denote 𝛾𝑖 “ 𝛼𝑖 𝑐

.

Assume 𝜏p𝑠𝑖 , 𝛼𝑖q is defined by the fact that 𝑠𝑖 |ù gp𝛾𝑖q. Then 𝐴-cast is equivalent with the fact that 𝛾1p𝑠1q „𝑎 𝛾2p𝑠2q iff

𝛾1p𝑠1q „𝑏 𝛾2p𝑠2q for any 𝑎, 𝑏 P 𝐴, which, in turn, is equivalent with the desired property.
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Definition 12 (Information Forks). Given an RMI with visibility control A and coalition 𝐴 P 𝐴𝑔, we say that A
has no 𝐴-information forks (or no 𝐴-infoforks for short) if the following property holds:

For any 𝑐 R 𝐴, 𝑣 P 𝑉𝑐 , 𝛾 P update𝑐 , 𝑎, 𝑏 P 𝐴, and 𝑠 P 𝐸𝑣𝑎𝑙pVarsq, if 𝑠 |ù gp𝛾q then 𝛾p𝑠qp𝑣𝑐,𝑎q “ 𝛾p𝑠qp𝑣𝑐,𝑏q.

Lemma 2. If A has no 𝐴-infoforks then the associated iCGS𝑀A is 𝐴-cast.

Proof. Take 𝑠1, 𝑠2 P 𝐸𝑣𝑎𝑙pVarsq with 𝑠1 „𝐷
𝐴
𝑠2 and 𝛾1, 𝛾2 P update𝑐 with 𝛾1p𝑠1q „𝑎 𝛾2p𝑠2q. This implies two things:

(1) For any 𝑎 P 𝐴 and 𝑣 P 𝑉𝑎 , 𝛾1p𝑠1qp𝑣q “ 𝛾2p𝑠2qp𝑣q.

(2) For any 𝑣 P 𝑉𝑐 , and 𝑣 P 𝑉𝑐 , 𝛾1p𝑠1qp𝑣𝑐,𝑎q “ 𝛾2p𝑠2qp𝑣𝑐,𝑎q.

By the hypothesis of the lemma, we further have that, for any 𝑣 P 𝑉𝑐 and any 𝑎, 𝑏 P 𝐴, 𝛾𝑖p𝑠𝑖qp𝑣𝑐,𝑎q “ 𝛾𝑖p𝑠𝑖qp𝑣𝑐,𝑏q, and

hence, by combining with point 2 above, we get that 𝛾1p𝑠1qp𝑣𝑐,𝑎q “ 𝛾2p𝑠2qp𝑣𝑐,𝑏q. But this is sufficient for proving the

property in Proposition 1, since 𝛾1p𝑠1q „𝑎 𝛾2p𝑠2q iff 𝛾1p𝑠1qp𝑣q “ 𝛾2p𝑠2qp𝑣q for any 𝑣 P 𝑉𝑎 Y𝑉𝑖𝑠𝑎 .

Note that the converse of Lemma 2 does not hold. Consider an iCGS with three agents 𝐴𝑔 “ 𝑎, 𝑏, 𝑐 with 𝐴 “ 𝑎, 𝑏, in

which we have some visibility atom 𝑣 and some update command 𝛾 P update𝑐 with 𝛾p𝑠qp𝑣𝑐,𝑎q ‰ 𝛾p𝑠qp𝑣𝑐,𝑏q, but for all

the other atoms 𝑣 ‰ 𝑣 and all the update commands 𝛾 1 P update𝑐 with 𝛾
1 ‰ 𝛾 , the condition 𝛾 1p𝑠qp𝑣𝑐,𝑎q “ 𝛾 1p𝑠qp𝑣𝑐,𝑏q

holds. Furthermore, all commands in update𝑎 never check the value of 𝑣𝑐,𝑎 , and the same holds for all commands in

update𝑏 . Then the system is 𝐴-cast by an argument similar to the one in Lemma 2.

Theorem 9. Given a sequence C of coalitions, the model-checking problem for C-formulas and for RMI without

𝐴-infoforks for any 𝐴 P C is decidable in 3´ 𝐸𝑋𝑃𝑇 𝐼𝑀𝐸.

Proof. Given an RMI A, we build the iCGS associated with A, which requires an exponential explosion, and then

apply Theorem 8.

Remark 2. We draw the attention of the reader to two important points about the constraints and relevance of visibility

control in RMI. First, modifying some visibility variable might not be available as an atomic action, but only as part of an

atomic action that modifies other visibility variables. In particular, some command of an agent 𝑎 might, for example, make

some variable 𝑣1 visible to agent 𝑏 while, at the same time, make some other variable 𝑣2 invisible to 𝑏. Such commands are

compatible with the property of absence of 𝐴-infoforks when both 𝑎, 𝑏 P 𝐴.

On the other hand, even when the arena does not have 𝐴-infoforks for some coalition, when satisfying some ATL˚

formula xx𝐴yy𝜑 , the strategies that coalition 𝐴 would have to employ might involve keeping some variables owned by some

agent 𝑎 P 𝐴 invisible to another agent 𝑏 P 𝐴.

To see that, consider the following formula xx𝑎, 𝑏yy𝑋 p𝑣1 ^␣𝐾𝑎𝑣2q, and recall that, with the subjective semantics, the

knowledge operator can be expressed within ATL˚. Consider further that this objective must be achieved in some RMI in

which 𝑎 owns variable 𝑣1 and 𝑏 variable 𝑣2. Hence, the objective implies that 𝑏 cannot employ some strategy in which 𝑣2
becomes visible to 𝑎. An example of such an RMI is given below.

Example 10. Consider the following RMI with two initial states which are indistinguishable for agent 𝑎:

‚ 𝐴𝑔 “ t𝑎, 𝑏u;

‚ Vars “ t𝑣1, 𝑣2, 𝑣𝑖𝑠𝑎p𝑣1, 𝑏q, 𝑣𝑖𝑠𝑏p𝑣2, 𝑎qu;

‚ 𝐴𝑃 “ t𝑣1, 𝑣2u;

‚ Φ𝐼 “ p𝑣1 “ ff ^ 𝑣𝑖𝑠𝑏p𝑣2, 𝑎q “Òq;
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‚ 𝑚𝑎 “ x𝑉𝑎,𝑉 𝑖𝑠𝑎, update𝑎y with 𝑉𝑎 “ t𝑣1, 𝑣𝑖𝑠𝑎p𝑣1, 𝑏qu, 𝑉𝑖𝑠𝑎 “ t𝑣𝑖𝑠𝑏p𝑣2, 𝑎qu and update𝑎 composed of the

commands:

𝛾1𝑎 ::“ tt ù 𝑣1 :“ tt

𝛾2𝑎 ::“ tt ù 𝑣1 :“ tt

‚ 𝑚𝑏 “ x𝑉𝑏 ,𝑉 𝑖𝑠𝑏 , update𝑏y with 𝑉𝑏 “ t𝑣2, 𝑣𝑖𝑠𝑏p𝑣2, 𝑎qu, 𝑉𝑖𝑠𝑏 “ t𝑣𝑖𝑠𝑎p𝑣1, 𝑏qu and update𝑏 composed of the

commands:

𝛾1
𝑏
::“ 𝑣2 “ tt ù 𝑣𝑖𝑠𝑏p𝑣2, 𝑎q “ tt

𝛾2
𝑏
::“ 𝑣2 “ ff ù 𝑣𝑖𝑠𝑏p𝑣2, 𝑎q “ ff

𝛾3
𝑏
::“ tt ù 𝑣𝑖𝑠𝑏p𝑣2, 𝑎q “Ò

Clearly, this RMI does not have t𝑎, 𝑏u-infoforks since it vacuously satisfies Def. 12. In this RMI, the two agents may

achieve the objective of enforcing the formula 𝑋 p𝑣1 ^␣𝐾𝑎𝑣2q in the initial states by choosing the joint action p𝛾1𝑎, 𝛾
1

𝑏
q.

Note that 𝑏 is forced to keep variable 𝑣2 invisible from 𝑎 in order to achieve this objective. Any other combination of

actions does not achieve this objective from the initial states.

4 REACTIVE MODULES IN MODELLING SECURITY PROBLEMS

In security applications, parties can collude with attackers, secretly sharing information privately within such adversarial

coalitions. We believe RMI with visibility control are therefore ideal to model such collusions in the context of security.

We pick a specific example of such security-driven collusions, where the state of agents cannot encode the full history

of the execution, thus providing an example pertinent to the proof in Section 5.2.

We start by recalling the setting of terrorist-fraud attacks [15] and a distance-bounding protocol by Bultel et al. [24],

then give an RMI with visibility control specification for this protocol and an ATL formula expressing the terrorist-fraud

security of this protocol. Finally we argue why the results from Section 5.2 are relevant for this case study.

To first exemplify this, we will recall the notion of distance-bounding (DB) protocol and coalition-based attacks

therein.

4.1 Identity Schemes

Distance-bounding (DB) protocols [23] are identity schemeswhich can be summarised as follows: (1) via timed exchanges,

a prover 𝑃 demonstrates that they are physically situated within a bound from a verifier 𝑉 ; (2) via these exchanges and

the protocol itself, the prover also authenticates himself to the verifier.

DB protects against relaying (via time/distance measuring), but it opens for other attacks. In terrorist-fraud (TF)

attacks, a prover 𝑃 , who is malicious and far away from the honest verifier 𝑉 , colludes with an adversary 𝐴𝑑𝑣 (who is

close to 𝑉 ) such that the coalition makes the verifier 𝑉 believe that the far-away, dishonest 𝑃 is close to 𝑉 and acting

legitimately. To fool 𝑉 in this manner, the dishonest prover 𝑃 could simply, for instance, give his ID card to adversary

𝐴𝑑𝑣 , who could then impersonate 𝑃 forever. But this is not a valid terrorist fraud. Instead, a valid terrorist-fraud attack

is one where the dishonest 𝑃 helps 𝐴𝑑𝑣 in such a way that 𝐴𝑑𝑣 can pass the protocol on 𝑃 ’s behalf without gaining any

advantage for future authentication.

So, TF-resistance or TF security means any malicious, far-away prover 𝑃 helping an adversary 𝐴𝑑𝑣 show that 𝑃 is

close to a verifier 𝑉 , leads to 𝐴𝑑𝑣 getting an advantage. Much as this is counterintuitive, security in this case is by
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deterrence. I.e., any prover who may try to help the attacker once, is dissuaded by the fact that this may lead to future,

unwanted impersonations. This threat model, where help to the attacker is given up to a point, but not forever in the

future is not ours: it is common in identification schemes and employed as such from the 80s to today [2].

Conversely, a TF-attack means that if there exists a coalition between a malicious, far-away prover 𝑃 and an adversary

𝐴𝑑𝑣 such that the verifier accepts 𝐴𝑑𝑣 as 𝑃 , then any memoryful strategy by 𝐴𝑑𝑣 does not lead to the verifier accepting

them as 𝑃 , without 𝑃 being active.

In Figure 3 below, we present a simplified version of the SPADE protocol [24]; this simplification is meaningful to

our RMI modelling in this paper, in which we will not encode all the cryptographic verifications, constructions needed

for the anonymisation of the prover, etc., but focus on the collusion and private-information sharing aspects.

Prover 𝑃 Verifier 𝑉
sign., enc. keys security parameters 𝑛, 𝑡 𝑃 ’s pub. key, dec. key

Initialisation
𝑏 Ð t0, 1u and 𝑁𝑃

$

Ð t0, 1u𝑛

𝑒=𝑒𝑛𝑐p𝑠𝑖𝑔𝑛p𝑁𝑃 qq
𝑒,𝑏

ÝÝÝÝÝÝÝÝÝÝÝÝÝÝÝÝÑ decrypt 𝑒; verify signature; if OK, get 𝑁𝑃 & continue.

𝑚,𝑁𝑉
ÐÝÝÝÝÝÝÝÝÝÝÝÝÝÝÝÝ 𝑁𝑉

$

Ð t0, 1u𝑛 and𝑚
$

Ð t0, 1u𝑛

𝑎 “ PRFp𝑁𝑃 , 𝑁𝑉 q

if 𝑏 “ 1 then

𝑁 1
𝑃
Ð t0, 1u𝑛

𝑒,𝑁 1
𝑃

ÝÝÝÝÝÝÝÝÝÝÝÝÝÝÝÝÑ treat 𝑒 as above; if 𝑑𝐻 p𝑁𝑃 , 𝑁
1
𝑃
q ą 𝑡 then abort

𝑁𝑃
ÐÝÝÝÝÝÝÝÝÝÝÝÝÝÝÝÝ else

else
Distance Bounding (Timed Phase)

for 𝑖 “ 1 to 𝑛

Pick 𝑐𝑖 P t0, 1u

𝑟𝑖 “

"

𝑎𝑖 if 𝑐𝑖 “ 0

𝑎𝑖 ‘ 𝑁𝑃 𝑖 ‘𝑚𝑖 if 𝑐𝑖 “ 1

𝑐𝑖
ÐÝÝÝÝÝÝÝÝÝÝÝÝÝÝÝÝ Start clock

𝑟𝑖
ÝÝÝÝÝÝÝÝÝÝÝÝÝÝÝÝÑ Stop clock

Store timers Δ𝑡𝑖
Verification

𝐶 challenges and 𝑅 responses 𝐶 challenges and 𝑅 responses

T “ PRFp𝑁𝑃 ,𝐶, 𝑅q
T

ÝÝÝÝÝÝÝÝÝÝÝÝÝÝÝÝÑ Check that T “ PRFp𝑁𝑃 ,𝐶, 𝑅q

If all 𝑟𝑖s and Δ𝑡𝑖 are correct} then

𝑂𝑢𝑡𝑉
ÐÝÝÝÝÝÝÝÝÝÝÝÝÝÝÝÝ 𝑂𝑢𝑡𝑉 :“ 𝑠𝑢𝑐𝑐𝑒𝑠𝑠; else 𝑂𝑢𝑡𝑉 :“ 𝑓 𝑎𝑖𝑙𝑢𝑟𝑒

Fig. 3. A Description of the SPADE Protocol [24]

The SPADE protocol. The SPADE protocol, like other identification schemes, is a protocol in which a prover 𝑃 is

cryptographically identified/authenticated by a verifier𝑉 via series of challenge-response rounds, whereby the responses

𝑟𝑖 in these rounds are based on the challenges as well as a secret𝑚 pre-established between the prover and the verifier.

This pre-established secret𝑚 identifies the prover cryptographically. Moreover, the challenge-response rounds are

timed by the verifier 𝑉 and the responses are short (i.e., bits) such that this phase can happen fast and it ascertains that

the prover 𝑃 is physically close to 𝑉 (as otherwise he will fail to answer within 𝑉 ’s hard-coded time-bound). So, such a

protocol is not only an identification scheme but also an authenticated proximity-checking scheme.

We now explain the SPADE protocol in more technical detail and its TF-resistance mechanism; please refer to

Figure 3 for the notations that follow. The prover 𝑃 and the verifier 𝑉 have the necessary cryptographic material for
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𝑉 to authenticate 𝑃 (i.e., verify their signature) and communicate securely 𝑁𝑃 (i.e., the message 𝑒 on Figure 3 is an

encryption with 𝑉 ’s public key).

As per Figure 3, the protocol execution varies with the value of a bit 𝑏. Namely, if 𝑏 “ 0 then it is a “normal” execution,

in which the prover is honest; if 𝑏 “ 1 then it is an “abnormal” execution, in which a terrorist-fraud attack may be

attempted.

The normal/honest execution. We describe first the correct execution of the protocol. In the initialisation phase, 𝑃

generates a session key in the form of a nonce
2 𝑁𝑃 , signs it, and encrypts it; the result 𝑒 , along with the aforementioned

bit 𝑏, is sent to 𝑉 . The verifier 𝑉 decrypts 𝑒 and verifies the signature inside it; upon success, 𝑉 generates and sends

two pseudorandom bitstrings𝑚, 𝑁𝑉 . Both 𝑃 and 𝑉 pass 𝑁𝑉 through a pseudorandom function (PRF) keyed on 𝑁𝑃 , in

order to yield a bitstring 𝑎.

Then, in the timed phase, 𝑃 responses to 𝑛 bit-challenges 𝑐1, . . . , 𝑐𝑛 and the verifier measures the duration of each

exchange as Δ1, . . . ,Δ𝑛 . If the 𝑖th challenge 𝑐𝑖 is 0, then 𝑃 ’s 𝑖th response 𝑟𝑖 is the 𝑖th bit of 𝑎, otherwise the 𝑖th response

𝑟𝑖 is the result of XOR-ing the 𝑖th bits of 𝑎,𝑚 and 𝑁𝑃 , respectively. The verifier accepts the prover/transaction if all

answers are correct and in time, and a PRF-output 𝜏 keyed on the secret 𝑁𝑃 on the current challenge and response

bitstrings coincides with 𝑉 ’s view of the execution.

Note that, if run honestly (𝑏 “ 0), the session-key 𝑁𝑃 changes in each session; yet a man-in-the-middle attacker can

learn on average
1

4
of the bits of 𝑁𝑃 (if the 𝑐𝑖s, 𝑎, 𝑁𝑃 and𝑚 are sampled uniformly at random).

The terrorist-fraud-driven execution. First note, that if a MiM (man-in-the-middle) adversary replays an old 𝑒 with

𝑏 “ 0, then only the 𝑉 -issued, publicly-known 𝑁𝑉 and𝑚 would change, and so half of the timed responses would be

based on the old 𝑁𝑃 and in this way, in albeit an exponential number of runs, this adversary could recover the old

session key 𝑁𝑃 .

Second, note that if a dishonest, far-away prover gives the list of all possible answers 𝑟𝑖 for one run (based on one

session key 𝑁𝑃 ), then the attacker gets the full corresponding 𝑁𝑃 . (This is because the full response table leaks 𝑎, and𝑚

is passed in clear, so by simple XORs, the full 𝑁𝑃 is leaked.) So, a far-away prover leaking the full response table for one

protocol run, such that the colluding adversary 𝐴𝑑𝑣 would pass one time, in fact leaks the session-key 𝑁𝑃 for that very

run (and the corresponding 𝑒 would have been sent by this afar, dishonest prover so that 𝐴𝑑𝑣 can pass the fast phase).

Third, note that if an attacker knows an old session-key 𝑁𝑃 , then a replay of the 𝑒 corresponding to that 𝑁𝑃 (with

𝑏 “ 1) leads to a 100%-successful authentication. And, since recovering an old session-key 𝑁𝑃 via a simple MiM-replay

(i.e., with 𝑏 “ 0 ) takes exponential number of queries, if an adversary knows an old session-key 𝑁𝑃 , it is because a

dishonest prover leaked it or leaked a large part of it and the adversary guessed the rest. To dissuade a dishonest prover

𝑃 from such leaking, the protocol has a built-in defence. If an attacker got (from a dishonest prover) a good part of 𝑁𝑃 ,

i.e., knows an 𝑁 1
𝑃
that differs from a given old 𝑁𝑃 in no more that 𝑡 bits, i.e., their Hamming distance

3 𝑑𝐻 p𝑁𝑃 , 𝑁
1
𝑃
q

is less than 𝑡 , then this attacker/adversary can run the protocol with 𝑏 “ 1 and, as a punishment to the dishonest

prover, 𝑉 leaks the whole 𝑁𝑃 . Now, by replaying the old 𝑒 and knowing the 𝑁𝑃 , this attacker can now impersonate the

(dishonest) 𝑃 forever.

So, in this protocol, in order to help an adversary pass the fast phase with a good probability, any far-away, dishonest

prover 𝑃 needs to leak (enough bits of) what is meant to be “just” an ephemeral session-key 𝑁𝑃 . Yet, if that is so, then

2
A nonce is a “number once used”, i.e., pseudorandom bitstring.

3
The Hamming distance is the number of positions in two bitstrings of the same length that differ.
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the adversary can turn against said prover and run the protocol in the p𝑏 “ 1q-mode and then the adversary can get the

full 𝑁𝑃 impersonate this prover forever. This is how TF-resistance is built-in in the SPADE protocol.

In other words, to check TF-resistance (in SPADE), we will check the following intuitive, 𝐴𝑇𝐿 formula:

rr𝐴𝑑𝑣ss𝐺p␣𝑎𝑢𝑡ℎ_𝑤𝑖𝑡ℎ𝑜𝑢𝑡_ℎ𝑒𝑙𝑝q^rr𝑃,𝐴𝑑𝑣sspp␣auth_without_help^␣𝑎𝑢𝑡ℎ_𝑣𝑖𝑎_ℎ𝑒𝑙𝑝q𝑊 pauth_via_help^xx𝐴𝑑𝑣yy𝐺 auth_via_helpqq

In 𝐴𝑇𝐿˚
, to check a TF attack (in SPADE), we will check the following formula:

xx𝑃,𝐴𝑑𝑣yy 𝐹 pauth_via_help^ xx𝐴𝑑𝑣yy𝐺␣auth_without_helpq,

These formulae are both explained later, on page 25.

4.2 Security of Identity Schemes Analysed via RMI with visibility control

We now give an RMI with visibility control that can be used to check if, in the SPADE protocol, TF-resistance expressed

as the ATL formulae above, actually holds.

Modelling details. We consider the set 𝐴𝑔 “ t𝑃,𝐴𝑑𝑣,𝑉 u of agents, i.e., prover 𝑃 who can be honest as well as

dishonest in different sessions/executions of the protocol, attacker 𝐴𝑑𝑣 , and verifier 𝑉 . The coalitions in RMI with

visibility control are A1 = t𝑃,𝐴𝑑𝑣u and A2 = t𝐴𝑑𝑣u.

To check for TF-resistance in our RMI with visibility control modelling, it is sufficient to do the following:

(1) Discard 𝑒 ,𝑚, 𝑁𝑉 as variables in the RMI with visibility control, because 𝑒 ,𝑚, 𝑁𝑉 are sent on a public channel,

thus every time 𝐴𝑑𝑣 or 𝑉 know an 𝑁𝑃 , they also know the corresponding 𝑒 .

(2) Encode that 𝑃 is close/far to 𝑉 without explicit distances/timing.

(3) We do not need to encode several distance-bounding bit-exchanges, as only one bitstring exchange and its

leakage/non-leakage are sufficient to model the corrupt/honest behaviour herein.

(4) The above implies that the only aspects that the prover 𝑃 can leak privately to 𝐴𝑑𝑣 are the responses to the DB

challenges and the nonce 𝑁𝑃 .

We model 𝑛 executions of the SPADE protocol under adversarial conditions. Objects indexed by 𝑗 refer to SPADE’s

execution number 𝑗 P t1, 2, . . . , 𝑛u.

In one arbitrarily-picked execution denoted 𝑑 , the prover is far from 𝑉 and gives away his timed-phase responses to

the attacker. In fact, in this session, the prover gives away his current 𝑁𝑃 or the pre-calculated response to the challenge.

Apart from such leakages, the prover 𝑃 behaves honestly, as per the SPADE specification. The verifier 𝑉 is also honest.

In our variable modelling, we use the following enumeration types:

‚ nonces𝑗
1
for the domain of prover-generated 𝑁𝑃 s, in execution 𝑗 ;

‚ nonces2 for adversarially-generated 𝑁𝑃 s.

To capture the pseudo-randomness of responses and 𝑁𝑃 , responses generated by 𝑃 and 𝐴𝑑𝑣 will respectively range

over disjoint sets: e.g., each value-set nonces𝑗
1
for 𝑃 , for each execution 𝑗 , is disjoint from nonces2 for 𝐴𝑑𝑣 . However,

attacker 𝐴𝑑𝑣 can get to see values in nonces𝑑
1
during collusion in an execution 𝑑 . All domains contains a sorted 𝑛𝑢𝑙𝑙

value, used to model an aberrant value in that domain.

Agents. We now define the agents in the RMI with visibility control.
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Controlled Variables. The set 𝑉𝐶𝑃 “ t𝑃_𝑓 𝑎𝑟 𝑗 , 𝑃_𝑐𝑜𝑙𝑙𝑢𝑑𝑒 𝑗 : bool, 𝑃_𝑁𝑃
𝑗
: noncesj1, 𝑃_𝑏

𝑗
: t0, 1u, 𝑃_𝑟 𝑗,𝑐ℎ P r𝑗

1
|

𝑗 ď 𝑛, 𝑐ℎ P 𝑐ℎ_𝑠𝑒𝑡u contains the variables controlled4 by prover 𝑃 : whether 𝑃 is far from𝑉 in the 𝑗-th SPADE-execution,

whether 𝑃 is colluding in the 𝑗-th SPADE-execution, 𝑃 ’s nonce 𝑁𝑃 in the 𝑗-th execution, 𝑃 ’s bit 𝑏 in the 𝑗-th execution,

𝑃 ’s responses 𝑟 to the DB challenge in the 𝑗-th execution, one for each given challenge 𝑐ℎ in 𝑐ℎ_𝑠𝑒𝑡 that the verifier 𝑉

may set.

Similarly, 𝐴𝑑𝑣 ’s controlled variables are 𝑉𝐶𝐴𝑑𝑣 “ t𝐴𝑑𝑣_𝑁𝑃
𝑗
: noncesj1 Y nonces2, 𝐴𝑑𝑣_𝑏 𝑗 : t0, 1u, 𝐴𝑑𝑣_𝑟 𝑗,𝑐ℎ :

r𝑗
1
Y r2 | 𝑗 ď 𝑛, 𝑐ℎ P 𝑐ℎ_𝑠𝑒𝑡u, where r𝑗

1
X r2 “ H, nonces2 X noncesj1 “ H, for each 𝑗 P t1, . . . , 𝑛u. These conditions

state that, if chosen legitimately, the prover and the adversary do not chose the same nonce and cannot generate the

same responses to the DB challenges (as they have different secret keys).

The set 𝑉𝐶𝑉 “ t𝑉 _𝑟𝑒𝑐𝑁𝑃
𝑗
: noncesj1 Y nonces2 Y t𝑛𝑢𝑙𝑙u, 𝑓 𝑖𝑛𝑖𝑠ℎ𝑒𝑑 𝑗 , 𝑜𝑘 𝑗 ,𝑉 _𝑏 𝑗 : t0, 1u,𝑉 _𝑐ℎ 𝑗 P 𝑐ℎ_𝑠𝑒𝑡,𝑉 _𝑟 𝑗,𝑐ℎ :

r𝑗
1
,𝑉 _𝑟𝑒𝑐𝑟

𝑗,𝑐ℎ
: rj1 Y r2 Y t𝑛𝑢𝑙𝑙u | 𝑗 ď 𝑛, 𝑐ℎ P 𝑐ℎ_𝑠𝑒𝑡u contains the variables controlled by 𝑉 . For each execution 𝑗 , 𝑉

will receive 𝑁𝑃 s as part of the challenge-response phase and will store these in𝑉 _𝑟𝑒𝑐𝑁𝑃
𝑗
,𝑉 will know if the execution

has finished and it was successful, 𝑉 will have a bit 𝑉 _𝑏 for the execution mode, 𝑉 will send a challenge 𝑉 _𝑐ℎ out

in any session 𝑗 , 𝑉 compute responses 𝑉 _𝑟 for any session 𝑗 and any possible chosen challenge-value 𝑐ℎ, 𝑉 receives

responses 𝑉 _𝑟𝑒𝑐𝑟 for any session 𝑗 and any possible chosen challenge-value 𝑐ℎ.

Visible Variables. The set𝑉𝑖𝑠𝑃 “ t𝑉 _𝑐ℎ 𝑗 : 𝑐ℎ_𝑠𝑒𝑡 | 𝑗 ď 𝑛u meaning that the prover could receive a challenge from

the verifier potentially in every session, hence the 𝑉 _𝑐ℎ 𝑗 variables by 𝑉 are visible to the prover.

The set 𝑉𝑖𝑠𝐴𝑑𝑣 “ t𝑉 _𝑐ℎ
𝑗
: 𝑐ℎ_𝑠𝑒𝑡, 𝑃_𝑁𝑃

𝑗
: noncesj1, 𝑃_𝑏

𝑗
: t0, 1u, 𝑃_𝑟 𝑗,𝑐ℎ P r𝑗

1
| 𝑗 ď 𝑛, 𝑐ℎ P 𝑐ℎ_𝑠𝑒𝑡u meaning that

the adversary could receive a challenge from the verifier potentially in every session, hence the 𝑉 _𝑐ℎ 𝑗 variables by 𝑉

are visible to the adversary, and the adversary can also see the prover’s bits 𝑏, as well as nonces 𝑁𝑃 and DB-responses 𝑟 ,

potentially in any session in case the prover is corrupt in that session.

The set 𝑉𝑖𝑠𝑉 “ t𝐴𝑑𝑣_𝑟
𝑗 P r2 | 𝑗 ď 𝑛u Y t𝑃_𝑟 𝑗,𝑐ℎ : r𝑗

1
| 𝑗 ď 𝑛u Y t𝑃_𝑁𝑃

𝑗
: noncesj1 | 𝑗 ď 𝑛u Y t𝐴𝑑𝑣_𝑁𝑃

𝑗
:

nonces2 | 𝑗 ď 𝑛u Y t𝐴𝑑𝑣_𝑏 𝑗 : t0, 1u | 𝑗 ď 𝑛u meaning that the verifier can see the DB responses from the adversary

and/or the prover potentially in every session 𝑗 of the execution of SPADE, that the verifier gets to see the 𝑁𝑃 nonce

either from the prover or the adversary in each session 𝑗 , and that the verifier gets to see the bits 𝑏 as per what the

adversary lets then get through from the prover (flipped or unaltered) or sets himself.

Notation: To simplify the explanations that follow, we write:

‚ 𝑣𝑎𝑙p𝑥q for the value taken by a variable 𝑥 ;

‚ 𝑃_𝑦, 𝑉 _𝑦, . . . , for variable 𝑦 in the prover and variable 𝑦 in the verifier, etc;

‚ 𝑣𝑖𝑠p𝑦,𝑋 q :“ tt{ff for variable 𝑦 having its visibility changed, to true/false, for agent 𝑋 ;

‚ 𝑣𝑎𝑙p𝑥 in 𝑣𝑖𝑠p𝑥, ¨qq for the value of variable 𝑥 inside a visibility construct.

In the initial states, we implicitly assume that all visibility is set to false, unless we explicitly set it to true.

Initial States. For simplicity, we describe the initial states w.r.t. each agent. These initial states, as we will see below,

can be expressed as propositional formulas, but we describe them in terms of variables’ (in)equalities.

Prover’s Initial States.We start with describing some of the possible states of the prover. In fact, we develop on

the initial states of the prover when he colludes with the adversary, i.e., 𝑃_𝑐𝑜𝑙𝑙𝑢𝑑𝑒𝑑 “ tt, in some arbitrarily-picked

execution 𝑑 . We model the rest of the executions as arbitrary (i.e., could be collusive or not).

4
Variables controlled by a vCGS agent 𝑏 are normally written𝑉𝑏 , but here we write𝑉𝐶𝑏 to avoid clashing with other notations in this protocols, i.e., the

verifier.

21



TOCL, 15.00 Belardinelli et al.

What is not set specifically in the initial states (as per the below) can, clearly, be chosen non-deterministically as part

of the first command. Via the initial states, we model that 𝑃 pre-calculates the responses for all possible challenges, in

each SPADE-execution 𝑗 (i.e., 𝑃_𝑟 𝑗,𝑐ℎ “ 𝑣𝑎𝑙 𝑗,𝑐ℎ in all the initial states below).

Setting 1 of Collusion. In real-life, this equates to a collusion whereby a malicious 𝑃 preempts the illicit authentication

by one execution. That means the prover is close-by the verifier and will run the full protocol, after which will leak the

𝑁𝑃 of this session to the adversary, so that the latter impersonates him thereafter.

One possible initial state of the prover, which models this setting 1 of collusion, is as follows:

• the prover: 𝑃_𝑓 𝑎𝑟𝑑 “ ff, 𝑃_𝑐𝑜𝑙𝑙𝑢𝑑𝑒𝑑 “ tt; 𝑃_𝑏𝑑 “ 0; 𝑃_𝑐𝑜𝑙𝑙𝑢𝑑𝑒𝑘 “ ff; 𝑃_𝑏𝑘 “ 0

𝑃_𝑟 𝑗,𝑐ℎ “ 𝑣𝑎𝑙 𝑗,𝑐ℎ ; 𝑣𝑖𝑠p𝑃_𝑏 𝑗 , 𝐴𝑑𝑣q “ tt, 𝑣𝑖𝑠p𝑃_𝑁𝑃
𝑑 ,𝑉 q “ tt

for each 𝑗 P t1, . . . , 𝑛u, for each 𝑐ℎ P 𝑐ℎ_𝑠𝑒𝑡 , for 𝑑 arbitrarily picked in t1, . . . , 𝑛u, for each 𝑘 P t1, . . . , 𝑛u, 𝑘 ‰ 𝑑 , with

𝑣𝑎𝑙 𝑗,𝑐ℎ in 𝑒𝑛𝑢𝑚
𝑗

1
.

In this initial state, the devious 𝑃 is close-by𝑉 and 𝑃 will answer in session 𝑑 , that is, 𝑃 will run session 𝑑 with 𝑏 “ 0

(i.e., as 𝑃 ). So, 𝑃 sends his nonce to 𝑉 (i.e., 𝑣𝑖𝑠p𝑃_𝑁𝑃
𝑑 ,𝑉 q “ tt).

Note that the adversary 𝐴𝑑𝑣 cannot answer correctly in this session 𝑑 , as 𝑃 ’s 𝑁𝑃 is unknown to 𝐴𝑑𝑣 . But in this

collusion setting, we will force that right after session 𝑑 , the prover leaks 𝑁𝑃 to𝐴𝑑𝑣 , so𝐴𝑑𝑣 can play on 𝑏 “ 1 thereafter.

Setting 2 of Collusion. In real-life, this equates to a collusion whereby a malicious 𝑃 asks for immediate illicit

authentication from 𝐴𝑑𝑣 . In this setting, in session 𝑑 , it does not matter therefore if 𝑃 is far or close (i.e., 𝑃_𝑓 𝑎𝑟𝑑 is not

set), but 𝑃_𝑏𝑑 has to be set to 0 so that the timed phase of session 𝑑 is executed (by someone, be it 𝑃 or 𝐴𝑑𝑣). If 𝑃 is far,

then for this phase to be successful, it will have to be run by 𝐴𝑑𝑣 (i.e., 𝐴𝑑𝑣 will send the answers to 𝑉 ’s challenges); if 𝑃

is close, then the timed phase in session 𝑑 can be run by either 𝑃 or 𝐴𝑑𝑣 (i.e., both transitions are possible).

One possible initial state of the prover, which models this setting 2 of collusion, is as follows:

• the prover: 𝑃_𝑐𝑜𝑙𝑙𝑢𝑑𝑒𝑑 “ tt; 𝑃_𝑏𝑑 “ 0; 𝑃_𝑐𝑜𝑙𝑙𝑢𝑑𝑒𝑘 “ ff; 𝑃_𝑏𝑘 “ 0;

𝑃_𝑟 𝑗,𝑐ℎ “ 𝑣𝑎𝑙 𝑗,𝑐ℎ ; 𝑣𝑖𝑠p𝑃_𝑁𝑃
𝑑 , 𝐴𝑑𝑣q “ tt, 𝑣𝑖𝑠p𝑃_𝑏 𝑗 , 𝐴𝑑𝑣q “ tt

𝑣𝑖𝑠p𝑃_𝑁𝑃
𝑑 ,𝑉 q “ tt.

In this initial state, the devious prover 𝑃 reveals 𝑁𝑃 (in real life 𝑒 and 𝑁𝑃 ) to the adversary before the session starts. Yet,

this session can be run with 𝑏𝑑 remaining 0 all the way to the verifier
5
; to this end, 𝑃 is releasing his nonce 𝑁𝑃 to the

verifier (i.e., 𝑣𝑖𝑠p𝑃_𝑁𝑃
𝑑 ,𝑉 q “ tt).

After session 𝑑 , 𝐴𝑑𝑣 can also successfully run all future sessions with 𝑏 “ 1 (with no timed phase), just based on this

learnt 𝑁𝑃 .

Finally, one other possible initial state of the prover, also modelling setting 2 of collusion, is as follows:

• the prover: 𝑃_𝑐𝑜𝑙𝑙𝑢𝑑𝑒𝑑 “ tt; 𝑃_𝑏𝑑 “ 0; 𝑃_𝑐𝑜𝑙𝑙𝑢𝑑𝑒𝑘 “ ff; 𝑃_𝑏𝑘 “ 0;

𝑃_𝑟 𝑗,𝑐ℎ “ 𝑣𝑎𝑙 𝑗,𝑐ℎ ; ^𝑐ℎP𝑐ℎ_𝑠𝑒𝑡𝑣𝑖𝑠p𝑃_𝑟
𝑑,𝑐ℎ, 𝐴𝑑𝑣q “ tt, 𝑣𝑖𝑠p𝑃_𝑏 𝑗 , 𝐴𝑑𝑣q “ tt,

𝑣𝑖𝑠p𝑃_𝑁𝑃
𝑑 ,𝑉 q “ tt.

The above initial state means that, in the “malign” SPADE-execution 𝑑 , 𝑃 colludes with 𝐴𝑑𝑣 and 𝑃 reveals to the

adversary the response-table Y𝑐ℎP𝑐ℎ_𝑠𝑒𝑡𝑃_𝑟
𝑑,𝑐ℎ

for the fast phase, so the adversary can reply to any possible challenge

5
We will see via the update commands that𝐴𝑑𝑣 can flip the bit 𝑏𝑑 or leave it as is 𝑏𝑑 .
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in this session 𝑑 , instead of 𝑃 . Yet, as per the above, this session can be run with 𝑏𝑑 remaining 0 all the way to the

verifier; to this end, 𝑃 is releasing his nonce 𝑁𝑃 to the verifier (i.e., 𝑣𝑖𝑠p𝑃_𝑁𝑃
𝑑 ,𝑉 q “ tt). From this table of responses in

session 𝑑 , the adversary will retrieve 𝑁𝑃 from this session and pass in all future sessions.

In all of 𝑃 ’s possible initial states, 𝑃 has not responded to the verifier yet (i.e., 𝑣𝑖𝑠p𝑃_𝑟 𝑗,𝑐ℎ,𝑉 q “ ff) and the prover

makes his bit 𝑏 visible to the adversary (i.e., 𝑣𝑖𝑠p𝑃_𝑏 𝑗 , 𝐴𝑑𝑣q “ tt ).

Verifier’s Initial States. The verifier’s initial state is as follows:

• the verifier: 𝑉 _𝑐ℎ 𝑗 “ 𝑐ℎ 𝑗 , 𝑉 _𝑟 𝑗,𝑐ℎ “ 𝑣𝑎𝑙 𝑗,𝑐ℎ, 𝑉 _𝑟𝑒𝑐𝑟
𝑗,𝑐ℎ “ 𝑛𝑢𝑙𝑙, 𝑉 _𝑟𝑒𝑐𝑁𝑃

𝑗 “ 𝑛𝑢𝑙𝑙,

𝑓 𝑖𝑛𝑖𝑠ℎ𝑒𝑑 𝑗 , 𝑜𝑘 𝑗 ,𝑉 _𝑏 𝑗 “ 0,
Ź

𝑢Pt𝑉 _𝑐ℎ 𝑗
|1ď𝑗ď𝑛u,𝐸Pt𝐴𝑑𝑣,𝑃u

𝑣𝑖𝑠p𝑢, 𝐸q “ ff;

for each 𝑗 P t1, . . . , 𝑛u, for each 𝑐ℎ 𝑗 P 𝑐ℎ_𝑠𝑒𝑡 , with 𝑣𝑎𝑙 𝑗,𝑐ℎ in 𝑒𝑛𝑢𝑚
𝑗

1
.

So, 𝑉 _𝑐ℎ 𝑗 “ 𝑐ℎ 𝑗 equates to 𝑉 setting the challenges for the 𝑗-th execution; each 𝑐ℎ 𝑗 is chosen randomly in 𝑐ℎ_𝑠𝑒𝑡 .

The responses precomputed by 𝑉 (i.e., 𝑉 _𝑟 𝑗,𝑐ℎ) are set such that they equate those computed by the prover (i.e., the

prover and the verifier pre-share the long-term key 𝑥). Also, 𝑉 has received no DB-response 𝑉 _𝑟𝑒𝑐𝑟
𝑗,𝑐ℎ

, no nonce

𝑉 _𝑟𝑒𝑐𝑁𝑃
𝑗,𝑐ℎ

, the execution 𝑗 has not finished, nor was it checked. And, 𝑉 (implicitly) sees his variables, does not

releases the challenges yet (𝑣𝑖𝑠p𝑢, 𝐸q “ ff), and has computed his local responses 𝑉 _𝑟 𝑗 with values 𝑣𝑎𝑙 𝑗,𝑐ℎ .

The values 𝑣𝑎𝑙 𝑗,𝑐ℎ inside the initial states of 𝑃 and𝑉 are produced via a function of 𝑗 , a constant 𝑥 , and the set 𝑐ℎ_𝑠𝑒𝑡 ,

with outputs uniformly in r1, which emulates the pseudorandom function 𝑓𝑥 in the SPADE protocol. This we need not

model herein, and we just simply generate the values 𝑣𝑎𝑙 𝑗,𝑐ℎ of the response vectors in 𝑃 and 𝑉 . The responses are

not invertible without the knowledge of 𝑥 , and as the SPADE attacker does not know 𝑥 , 𝐴𝑑𝑣 can only generate his

responses over another domain, r2.

Adversary’s Initial States. The adversary’s initial state is as follows:

• the attacker: 𝐴𝑑𝑣_𝑏 𝑗 :“ 0, 𝐴𝑑𝑣_𝑟 𝑗,𝑐ℎ “ 𝑣𝑎𝑙 𝑗,𝑐ℎ ; , 𝑣𝑖𝑠p𝐴𝑑𝑣_𝑟 𝑗 ,𝑉 q “ ff, 𝑣𝑖𝑠p𝐴𝑑𝑣_𝑏 𝑗 ,𝑉 q “ ff, 𝑣𝑖𝑠p𝐴𝑑𝑣_𝑁𝑃
𝑗 ,𝑉 q “ tt

for each 𝑗 P t1, . . . , 𝑛u, for each 𝑐ℎ P 𝑐ℎ_𝑠𝑒𝑡 , with 𝑣𝑎𝑙 𝑗,𝑐ℎ in 𝑒𝑛𝑢𝑚
𝑗

2
.

So, 𝐴𝑑𝑣 has not yet set his bits 𝑏 𝑗 in corrupted mode (i.e., to 1), has computed his responses 𝐴𝑑𝑣_𝑟 𝑗,𝑐ℎ (which are

over a different domain than the prover’s since they do not share the same key 𝑥 and the same nonce 𝑁𝑃 ); yet the latter

can be overwritten via incoming “help” from a devious prover. Then, 𝐴𝑑𝑣 ’s responses and bit 𝑏 are not yet visible to 𝑉 .

Yet, 𝐴𝑑𝑣 can start a full run of the protocol (𝑏 “ 0) of his own accord, i.e., he sends his own nonce 𝑁𝑃 to the verifier via

𝑣𝑖𝑠p𝐴𝑑𝑣_𝑁𝑃
𝑗 ,𝑉 q “ tt. The latter, together with the initial states of prover, mean that both the attacker and the prover

can run the protocol legitimately in any execution 𝑗 .

Modelling – Part 1: Sending Nonces, 𝑏-Setting, Releasing Challenges.

Update commands for 𝐴𝑑𝑣 – Part 1.

𝐴𝑑𝑣 handling the Nonce 𝑁𝑃 .

In execution 𝑑 , if the prover has leaked the whole response-table, then the adversary can retrieve the nonce 𝑃_𝑁𝑑
𝑃

and sets it as his next nonce to use.

𝛾d1 :

Ź

𝑐ℎP𝑐ℎ_𝑠𝑒𝑡 𝑣𝑖𝑠p𝑃_𝑟
𝑑,𝑐ℎ, 𝐴𝑑𝑣q “ tt ù 𝐴𝑑𝑣_𝑁𝑃

𝑑`1
:“ 𝑣𝑎𝑙p𝑃_𝑁𝑃

𝑑 q

In any execution 𝑗 , if the prover leaks an 𝑁𝑃 to the adversary, than the adversary copies it as a nonce of its own for

the next execution.

𝛾
j
2 : 𝑣𝑎𝑙p𝑃_𝑁𝑃

𝑗
in 𝑣𝑖𝑠p𝑃_𝑁𝑃

𝑗 , 𝐴𝑑𝑣qq “ 𝑣 ù 𝐴𝑑𝑣_𝑁𝑃
𝑗`1

:“ 𝑣

Then, the adversary forces future executions to run on 𝑏 “ 1 and on this learnt nonce (i.e., 𝐴𝑑𝑣_𝑏 𝑗`1 “ 1,

𝑣𝑖𝑠p𝐴𝑑𝑣_𝑏 𝑗`1,𝑉 q “ tt, 𝑣𝑖𝑠p𝐴𝑑𝑣_𝑁𝑃
𝑗`1,𝑉 q “ tt). If the adversary sets this bit to 1, then he also sends an 𝑁𝑃 to the
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verifier, i.e., 𝑣𝑖𝑠p𝐴𝑑𝑣_𝑁𝑃
¨,𝑉 q “ tt. Recall that for 𝐴𝑑𝑣_𝑏 𝑗 “ 0, the adversary can send his 𝑁𝑃 as part of the initial-state

setup.

𝛾
j
3 :

Ž

𝑣Pnonce1p𝐴𝑑𝑣_𝑁𝑃
𝑗 “ 𝑣q ù 𝐴𝑑𝑣_𝑏 𝑗 :“ 1, 𝑣𝑖𝑠p𝐴𝑑𝑣_𝑏 𝑗 ,𝑉 q :“ tt, 𝑣𝑖𝑠p𝐴𝑑𝑣_𝑁𝑃

𝑗 ,𝑉 q :“ tt

𝐴𝑑𝑣 handling bit 𝑏.

In any execution 𝑗 ě 2, if the prover sends theit bit 𝑏 as 0, then depending on whether the adversary has learnt a

valid 𝑁𝑃 from 𝑃 , the adversary will let this bit be 0 (i.e., 𝑃 can run the protocol-execution entirely), or the adversary

will flip it (i.e., 𝐴𝑑𝑣 will run as 𝑃 without any timed phase).

𝛾
b,j
4 : 𝑣𝑎𝑙p𝑃_𝑏 𝑗 in 𝑣𝑖𝑠p𝑃_𝑏 𝑗 , 𝐴𝑑𝑣qq “ 0^ p

Ž

𝑣Pnonce1p𝐴𝑑𝑣_𝑁𝑃
𝑗´1 “ 𝑣qq ù 𝐴𝑑𝑣_𝑏 𝑗 :“ 1, 𝑣𝑖𝑠p𝐴𝑑𝑣_𝑏 𝑗 ,𝑉 q :“ tt

𝛾
b,j
5 : 𝑣𝑎𝑙p𝑃_𝑏 𝑗 in 𝑣𝑖𝑠p𝑃_𝑏 𝑗 , 𝐴𝑑𝑣qq “ 0^␣p

Ž

𝑣Pnonce1p𝐴𝑑𝑣_𝑁𝑃
𝑗´1 “ 𝑣qq ù𝐴𝑑𝑣_𝑏 𝑗 :“ 0, 𝑣𝑖𝑠p𝐴𝑑𝑣_𝑏 𝑗 ,𝑉 q :“ tt

Update commands for 𝑃 – Part 1. For each honest execution 𝑘 ‰ 𝑑 , the prover sends its nonce to the verifier.

𝛾k6 : 𝑃_𝑏𝑘 “ 0 ù 𝑣𝑖𝑠p𝑃_𝑁𝑃
𝑗 ,𝑉 q :“ tt

Note that the case of 𝑃 releasing 𝑁𝑃 to 𝑉 in session 𝑑 was treated in the initial-states’ setup.

Update commands for𝑉 – Part 1. The verifier copies the nonces it receives, be it from 𝑃 or 𝐴𝑑𝑣 , in his local duplicate.

𝛾
j
7 : 𝑣𝑎𝑙p𝐴𝑑𝑣_𝑁𝑃

𝑗
in 𝑣𝑖𝑠p𝐴𝑑𝑣_𝑁𝑃

𝑗 ,𝑉 qq “ 𝑣 ù 𝑉 _𝑟𝑒𝑐𝑁𝑃
𝑗
:“ 𝑣

𝛾
j
8 : 𝑣𝑎𝑙p𝑃_𝑁𝑃

𝑗
in 𝑣𝑖𝑠p𝑃_𝑁𝑃

𝑗 ,𝑉 qq “ 𝑣 ù 𝑉 _𝑟𝑒𝑐𝑁𝑃
𝑗
:“ 𝑣

The verifier copies the adversary’s sent bit 𝑏 as his own.

𝛾
b,j
9 : 𝑣𝑎𝑙p𝐴𝑑𝑣_𝑏 𝑗 in 𝑣𝑖𝑠p𝐴𝑑𝑣_𝑏 𝑗 ,𝑉 qq “ 𝑏 ù 𝑉 _𝑏 𝑗 :“ 𝑏

Then the verifier acts as expected w.r.t. bit 𝑏. If the bit 𝑏 the verifier receives is 0, then 𝑉 sends challenges.

𝛾
b,j
10 : 𝑉 _𝑏 𝑗 “ 0 ù

Ź

𝐸Pt𝑃,𝐴𝑑𝑣u 𝑣𝑖𝑠p𝑉 _𝑐ℎ
𝑗 , 𝐸q :“ tt

Otherwise, for each execution 𝑗 ě 2, if the bit 𝑏 the verifier receives is 1, then he looks at the nonce received and

compares it with the one in the previous run. If the two coincide, then the adversary succeeds, otherwise he fails.

𝛾
b,j
11 : 𝑉 _𝑏 𝑗 “ 1^𝑉 _𝑟𝑒𝑐𝑁𝑃

𝑗´1 “ 𝑉 _𝑟𝑒𝑐𝑁𝑃
𝑗 ù 𝑓 𝑖𝑛𝑖𝑠ℎ𝑒𝑑 𝑗 :“ tt, 𝑜𝑘 𝑗 :“ tt

𝛾
b,j
12 : 𝑉 _𝑏 𝑗 “ 1^𝑉 _𝑟𝑒𝑐𝑁𝑃

𝑗´1 ‰ 𝑉 _𝑟𝑒𝑐𝑁𝑃
𝑗 ù 𝑓 𝑖𝑛𝑖𝑠ℎ𝑒𝑑 𝑗 :“ tt, 𝑜𝑘 𝑗 :“ ff

Modelling – Part 2: Sending the Responses to Challenges.

Update commands for 𝑃 – Part 2. For each execution 𝑗 , if 𝑏 “ 0, then for any challenge 𝑐ℎ received from the verifier

specification (which is possible that 𝑃 is close-by 𝑉 ), the prover answers with his respective responses to the verifier.

𝛾
ch,j
13 : 𝑃_𝑏 𝑗 “ 0^ 𝑃_𝑓 𝑎𝑟 𝑗 “ ff ^ 𝑣𝑎𝑙p𝑉 _𝑐ℎ 𝑗 in 𝑣𝑖𝑠p𝑉 _𝑐ℎ 𝑗 , 𝑃qq “ 𝑐ℎ ù 𝑣𝑖𝑠p𝑃

𝑐ℎ,𝑗
𝑟 ,𝑉 q :“ tt

Update commands for 𝐴𝑑𝑣 – Part 2. For each execution 𝑗 , if 𝑏 “ 0, then for any challenge 𝑐ℎ received from the

verifier specification, the adversary answers with his respective responses to the verifier.

𝛾
ch,j
14 : 𝐴𝑑𝑣_𝑏 𝑗 “ 0^ 𝑣𝑎𝑙p𝑉 _𝑐ℎ 𝑗 in 𝑣𝑖𝑠p𝑉 _𝑐ℎ 𝑗 , 𝐴𝑑𝑣qq “ 𝑐ℎ ù 𝑣𝑖𝑠p𝐴𝑑𝑣

𝑐ℎ,𝑗
𝑟 ,𝑉 q :“ tt

Note that we do not model the adversary impersonating the verifier (i.e., sending challenges to an afar prover), as

this is not part of the threat model we are interested in.
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Update commands for 𝑉 – Part 2. The verifier checks the responses as follows. For each value 𝑐ℎ P 𝑐ℎ_𝑠𝑒𝑡 , there is a

command as per the below, which says that the prover is authenticated in the timed phase of execution 𝑗 .

𝛾
ch,j
15 : 𝑉 _𝑏 𝑗 “ 0^𝑉 _𝑟 𝑗,𝑐ℎ “ 𝑣 ^ 𝑣𝑎𝑙p𝑃

𝑐ℎ,𝑗
𝑟 in 𝑣𝑖𝑠p𝑃

𝑐ℎ,𝑗
𝑟 ,𝑉 q “ 𝑣 ù 𝑓 𝑖𝑛𝑖𝑠ℎ𝑒𝑑 𝑗 :“ tt, 𝑜𝑘 𝑗 :“ tt

Equally, if the responses sent by the prover are incorrect, then the prover is not authenticated (i.e., 𝑜𝑘 𝑗 :“ ff).

𝛾
ch,j
16 : 𝑉 _𝑏 𝑗 “ 0^𝑉 _𝑟 𝑗,𝑐ℎ “ 𝑣 ^ 𝑣𝑎𝑙p𝑃

𝑐ℎ,𝑗
𝑟 in 𝑣𝑖𝑠p𝑃

𝑐ℎ,𝑗
𝑟 ,𝑉 q ‰ 𝑣 ù 𝑓 𝑖𝑛𝑖𝑠ℎ𝑒𝑑 𝑗 :“ tt, 𝑜𝑘 𝑗 :“ ff

The same sets of commands are added for responses coming from the adversary.

𝛾
ch,j
17 : 𝑉 _𝑏 𝑗 “ 0^𝑉 _𝑟 𝑗,𝑐ℎ “ 𝑣 ^ 𝑣𝑎𝑙p𝐴𝑑𝑣

𝑐ℎ,𝑗
𝑟 in 𝑣𝑖𝑠p𝐴𝑑𝑣

𝑐ℎ,𝑗
𝑟 ,𝑉 q “ 𝑣 ù 𝑓 𝑖𝑛𝑖𝑠ℎ𝑒𝑑 𝑗 :“ tt, 𝑜𝑘 𝑗 :“ tt

𝛾
ch,j
18 : 𝑉 _𝑏 𝑗 “ 0^𝑉 _𝑟 𝑗,𝑐ℎ “ 𝑣 ^ 𝑣𝑎𝑙p𝐴𝑑𝑣

𝑐ℎ,𝑗
𝑟 in 𝑣𝑖𝑠p𝐴𝑑𝑣

𝑐ℎ,𝑗
𝑟 ,𝑉 q ‰ 𝑣 ù 𝑓 𝑖𝑛𝑖𝑠ℎ𝑒𝑑 𝑗 :“ tt, 𝑜𝑘 𝑗 :“ ff

The TF-encoding Formula.We use atoms:

‚ auth_via_help as: p𝑃_𝑓 𝑎𝑟𝑑 ^ 𝑃_𝑐𝑜𝑙𝑙𝑢𝑑𝑒𝑑 q Ñ 𝑜𝑘𝑑

‚ auth_without_help as:

Ź

𝑗Pt𝑑`1,...,𝑛up𝑃_𝑓 𝑎𝑟
𝑗 ^ 𝑜𝑘 𝑗 q

The reading of these formulas are as follows. Formula auth_via_help denotes that the attacker authenticates

as a far-away prover in one session, with the help of said far-away prover who is corrupted/colluding. Predicate

auth_without_help denotes that the attacker authenticates as a far-away prover in one session, without the help of

said far-away prover.

Then, our 𝐴𝑇𝐿 formula encoding TF-resistance is: for any strategy the adversary may have, they can never authen-

ticate by themselves by impersonating far-away prover 𝑃 , and for any collusion between the far-away prover 𝑃 and

attacker 𝐴𝑑𝑣 such that this collusion eventually removes 𝐴𝑑𝑣 ’s inability to impersonate and some execution 𝑑 ends

successfully authenticating the far-away prover 𝑃 a, there exist a strategy by 𝐴𝑑𝑣 alons such that he can pass in a

subsequent execution 𝑗 as a simple man-in-the-middle, without 𝑃 ’s help:

rr𝐴𝑑𝑣ss𝐺p␣𝑎𝑢𝑡ℎ_𝑤𝑖𝑡ℎ𝑜𝑢𝑡_ℎ𝑒𝑙𝑝q^rr𝑃,𝐴𝑑𝑣sspp␣auth_without_help^␣𝑎𝑢𝑡ℎ_𝑣𝑖𝑎_ℎ𝑒𝑙𝑝q𝑊 pauth_via_help^xx𝐴𝑑𝑣yy𝐺 auth_via_helpqq

(1)

To show the protocol is secure (i.e., TF-resistant), the formula above has to hold.

In 𝐴𝑇𝐿˚
, the formula to check to find a TF-attack is as follows:

xx𝑃,𝐴𝑑𝑣yy 𝐹 pauth_via_help^ xx𝐴𝑑𝑣yy𝐺␣auth_without_helpq,

which means that there exists a collusion between the corrupt prover 𝑃 and the adversary 𝐴𝑑𝑣 such that if it eventually

leads to the adversary impersonating 𝑃 then there is a strategy by 𝑎𝑑𝑣 alone such that they always impersonate by

themselves.

If this formula holds, then there is a TF-attack, and the protocol is not TF-resistant (i.e., it is not secure).

4.3 Faithful Security Modelling in Our General Semantics

We have a series of notes to empirically ascertain this faithfulness.

(1) No Information Forks within Coalitions. The encodings above are in the specific class of RMI with visibility

control and subclass of ATL formulae introduced in Section 5.2. What is also important to notice is that in the

RMI with visibility control we built here, there are no information-forks for coalitions t𝑃,𝐴𝑑𝑣u and t𝐴𝑑𝑣u clearly,

as per needed for the decidability result in upcoming Section 5.2.

(2) Subjective Interpretations w.r.t. the Attacker. Moreover, recall that in our work here we considered both the

subjective and objective interpretation of 𝐴𝑇𝐿. In this security examples, the “update” commands we included
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in the TF-attacker make sense in the subjective interpretation, so checking our TF-encoding formula on this

security example is meaningful to our wider semantics.

(3) Imperfect Information. Our modelling here clearly operates under imperfect information.

(4) Perfect Recall Semantics. The attacker-model requires that we use perfect-recall semantics in deciding the

satisfaction of formula (1). By allowing the prover to be either close or far in each of the 𝑛´1 sessions in which he

does not collude (i.e., by not imposing that the prover participates in each execution), the attacker can interleave

executions as they please, produce arbitrary messages, delay their sending to the verifier, etc. Intuitively, this

causes paths to not necessarily finish/stutter in one state corresponding to some final protocol-stage. That is,

we cannot safely bound the recall, if we wish to capture this attacker-model faithfully. So, w.r.t. formula (1) to

check, the attacker agent 𝐴𝑑𝑣 will need to consider his observations “from scratch”, in a perfect recall sense,

when executing his strategy for the subgoal 𝐺 cannot_authenticate_without_help.

(5) On a lesser note, our attacker can interleave executions as he pleases, produce arbitrary messages, delay their

sending to the verifier, etc. So, in a practical-verification setting, the formula above, would be checked under

certain fairness conditions encoding, e.g., that the verifier is not delayed forever.

5 DECIDABILITY WITHOUT INFORMATION FORKS

In this section we give the proof of Theorem 8, which involves the construction of two turn-based, zero-sum games

in which the protagonist (who has imperfect information) captures exactly the strategic abilities of some coalition 𝐴

that has DS-knowledge. The first turn-based game is a version of the information-set construction from [18], which

makes it a two-player game structure played between a "protagonist" and an "antagonist" and having an infinite set of

states, each state corresponding to a history of the original iCGS and a partial strategy for coalition 𝐴. The fact that the

strategic abilities of the protagonist capture exactly the strategic abilities of coalition 𝐴 in the original game structure is

proved here by the use of a variant of alternating bisimulations with imperfect information [7].

The second turn-based game structure is a finite-state abstraction of the first, in which, for each history in an

information set, we keep just the first and the last state of each history. This abstraction is not faithful: there is a natural

mapping of strategies in the abstraction to strategies in the information set construction such that for any goal which

can be enforced by a strategy in the abstraction, the image of that strategy in the information set construction will

enforce the same objective, but the opposite does not hold. We show that, when the coalition 𝐴 has DS-knowledge in

the original iCGS, the opposite also holds, and the above natural mapping is in fact a bisimulation, hence any objective

which is enforced by a strategy in the information set construction can also be enforced in the finite-state abstraction.

This section is organized as follows: we first define a turn-based version of iCGS, which are needed since we utilize

results for turn-based games with imperfect information in [25, 51, 53], but our original iCGS are concurrent. We then

adapt the alternating bisimulation in [7, 8] in a way which allows simulating the strategic abilities of a coalition 𝐴 in

some iCGS by the strategic abilities of a coalition 𝐴1
, not necessarily the same, in another iCGS. We further proceed

to the technical construction of the two two-player game arenas described above, for which we build a bisimulation

between coalition 𝐴 in the original iCGS and the protagonist in the finite-state two-player game arena. We then prove

Theorem 8 for formulas without nesting coalitions, and finally attack the proof of Theorem 8 for the general case.

5.1 Turn-based iCGS

We immediately present the turn-based version of an iCGS, over a coalition 𝐴.
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Definition 13 (Turn-based iCGS). Given an iCGS M “ x𝑆, 𝑆0, t𝐴𝑐𝑡𝑎u𝑎P𝐴𝑔, 𝜋, t„𝑎u𝑎P𝐴𝑔, 𝑃, 𝜏y and coalition 𝐴 Ď 𝐴𝑔,

the corresponding (strict alternating) 𝐴-turn-based iCGS 𝑇𝐵pM, 𝐴q “ x𝑆 1, 𝑆0, t𝐴𝑐𝑡𝑎 Y t𝑠𝑘𝑖𝑝uu𝑎P𝐴𝑔, 𝜋
1, t„1

𝑎u𝑎P𝐴𝑔, 𝑃
1, 𝜏 1y is

defined as follows:

‚ 𝑆 1 “ 𝑆 Y tp𝑠, ®𝛼𝐴q | 𝑠 P 𝑆, ®𝛼𝐴 P 𝐴𝑐𝑡𝐴u.
‚ For every 𝑠1 P 𝑆 , 𝜋 1p𝑠1q “ 𝜋p𝑠1q.

‚ For every 𝑠1
1
, 𝑠1
2
P 𝑆 1, 𝑎 P 𝐴𝑔,

𝑠1
1
„1
𝑎 𝑠

1
2

iff 𝑠1
1
, 𝑠1
2
P 𝑆 and 𝑠1

1
„𝑎 𝑠

1
2
, or

𝑠1
1
“ p𝑠1, ®𝛼𝐴q, 𝑠1

2
“ p𝑠2, ®𝛼 1

𝐴q, and 𝑠1 „𝑎 𝑠2 .

‚ For every 𝑠1 P 𝑆 1 and 𝑎 P 𝐴𝑔,

𝑃 1p𝑠1, 𝑎q “

$

’

’

’

&

’

’

’

%

𝑃p𝑠1, 𝑎q if 𝑠1 P 𝑆 and 𝑎 P 𝐴 ;

𝑃p𝑠, 𝑎q if 𝑠1 “ p𝑠, ®𝛼𝐴q and 𝑎 P 𝐴 ;

𝑠𝑘𝑖𝑝 otherwise.

‚ For every 𝑠1 P 𝑆 1, ®𝛼𝐴 P 𝐴𝑐𝑡𝐴 , and ®𝛼
𝐴
P 𝐴𝑐𝑡

𝐴
,

𝜏 1p𝑠1, ®𝛼𝐴, ®𝛼𝐴q “

$

’

’

’

&

’

’

’

%

p𝑠1, ®𝛼𝐴q if 𝑠1 P 𝑆 and ®𝛼
𝐴
“ ®𝑠𝑘𝑖𝑝 ;

𝜏p𝑠, ®𝛼 1
𝐴
, ®𝛼

𝐴
q if 𝑠1 “ p𝑠, ®𝛼 1

𝐴
q and ®𝛼𝐴 “ ®𝑠𝑘𝑖𝑝 ;

undefined otherwise.

A turn-based iCGS is strictly alternating as, by definition of the transition function 𝜏 1
, states in 𝑆 Ď 𝑆 1

, where it

is coalition 𝐴’s turn to act, are followed by states of the form p𝑠, ®𝛼𝐴q, where is 𝐴’s turn, and vice-versa. Indeed, by

definition of the protocol function, in states 𝑠 P 𝑆 Ď 𝑆 1
, agents in coalition 𝐴 can only perform skip, whereas in states

p𝑠, ®𝛼𝐴q agents in 𝐴 can only skip. In what follows, for readability, we drop skip actions whenever the transition is clear

by the context, writing 𝜏 1p𝑠1, ®𝛼
𝐴
q whenever 𝑠1 P 𝑆 1z𝑆 and hence coalition 𝐴 can only play skip.

We then have a bijection between the traces in M and the traces in 𝑇𝐵pMq, which maps a trace 𝑡𝑟 “ 𝑠1 ®𝛼1𝑠2 ®𝛼2 . . .
to 𝑡𝑟 1 “ 𝑠1p®𝛼1q𝐴p𝑠1, p ®𝛼1q𝐴qp®𝛼1q𝐴𝑠2p®𝛼2q𝐴p𝑠2, p ®𝛼2q𝐴qp®𝛼2q𝐴 . . . where ®𝛼𝑖 “ p ®𝛼𝑖𝐴, ®𝛼𝑖𝐴q is the decomposition of an action

profile into the profile of actions of agents in 𝐴 and the profile of actions of agents in 𝐴.

Note also that in Def. 13, the labelling function is only defined on states in 𝑆 Ď 𝑆 1
. The reason is that we want that

an LTL formula𝜓 be satisfied by a path 𝑝 in M if and only if it is satisfied by the corresponding path 𝑝1
in 𝑇𝐵pMq. This is

because, in a turn-based iCGS, a path 𝑝 is defined as a (finite or infinite) sequence 𝑠1𝑠2 . . . of states in 𝑆 such that for every

1 ď 𝑖 ă |𝑝| there exist joint actions ®𝛼𝐴 , ®𝛼𝐴 such that 𝑠1
𝑖
“ 𝜏 1p𝑠𝑖 , ®𝛼𝐴q “ p𝑠𝑖 , ®𝛼𝐴q and 𝑠𝑖`1 “ 𝜏 1p𝑠1

𝑖
, ®𝛼

𝐴
q “ 𝜏p𝑠𝑖 , ®𝛼𝐴, ®𝛼𝐴q.

Then, an 𝐴-history (resp. 𝐴-history) is an history that ends in a state in which is coalition 𝐴’s turn (resp. 𝐴’s turn). We

denote the set of all 𝐴-histories (resp. 𝐴-histories) in an iCGS M as 𝐻𝑖𝑠𝑡𝐴pMq (resp. 𝐻𝑖𝑠𝑡𝐴pMq).

Given Def. 13 of an 𝐴-turn-based iCGS, the satisfaction relation |ù for 𝐴𝑇𝐿˚
-formulas is defined exactly as in Def. 6,

by considering the suitable notion of path.

5.2 Bisimulation

In this section we adapt the notion of bisimulation between two iCGS [7, 8] in such a way that strategic abilities of a

coalition 𝐴 in a system may be simulated by strategic capabilities of a perhaps different coalition 𝐴1
in another system.

27



TOCL, 15.00 Belardinelli et al.

This notion is also modified to accommodate turn-based iCGS. We start by adapting the notion of partial strategies

from [8] for turn-based iCGS.

Partial strategies in turn-based iCGS. A partial (uniform, memoryful) strategy for an agent 𝑎 P 𝐴𝑔 in a coalition

𝐴 Ď 𝐴𝑔 is a partial function 𝜎𝑎 : 𝐻𝑖𝑠𝑡𝐴pMq á 𝐴𝑐𝑡𝑎 such that for each ℎ,ℎ1 P 𝐻𝑖𝑠𝑡𝐴pMq:

(1) Whenever 𝜎𝑎pℎq is defined, then 𝜎𝑎pℎq P 𝑃p𝑙𝑠𝑡pℎq, 𝑎q.

(2) ℎ „𝑎 ℎ
1
implies 𝜎𝑎pℎq “ 𝜎𝑎pℎ

1q.

We denote the domain of partial strategy 𝜎𝑎 as 𝑑𝑜𝑚p𝜎𝑎q.

Given a coalition 𝐴 Ď 𝐴𝑔, a partial strategy for 𝐴 is a tuple 𝜎𝐴 of partial strategies, one for each agent 𝑎 P 𝐴. The

set of partial strategies for 𝐴 is denoted as 𝑃𝑆𝑡𝑟𝐴 . Given a coalition 𝐴 Ď 𝐴𝑔 and a set 𝐻 Ď 𝐻𝑖𝑠𝑡𝐴pMq of 𝐴-histories, we

denote by 𝑃𝑆𝑡𝑟𝐴p𝐻q the set of partial strategies whose domain is 𝐻 :

𝑃𝑆𝑡𝑟𝐴p𝐻q “
␣

𝜎𝐴 P 𝑃𝑆𝑡𝑟𝐴 | 𝑑𝑜𝑚p𝜎𝑎q “ 𝐻 for all 𝑎 P 𝐴
(

Additionally, given a (total or partial) strategy𝜎𝐴 , a historyℎ P 𝑑𝑜𝑚p𝜎𝐴q and an action profile ®𝛼 P 𝑃p𝜏p𝑙𝑠𝑡pℎq, 𝜎𝐴pℎqq, 𝐴q,
we consider the following successor functions:

hextpℎ, 𝜎𝐴q “ ℎ ¨ 𝜏p𝑙𝑠𝑡pℎq, 𝜎𝐴pℎqq

hextpℎ, 𝜎𝐴, ®𝛼q “ ℎ ¨ 𝜏p𝜏p𝑙𝑠𝑡pℎq, 𝜎𝐴pℎqq, ®𝛼q

hext2pℎ, 𝜎𝐴q “ thextpℎ, 𝜎𝐴, ®𝛼q | ®𝛼 P 𝐴𝑐𝑡𝐴u

hextpℎ, 𝜎𝐴q stands for the one-step extension, in the turn-based game structure, of history ℎ with the action provided

by strategy 𝜎𝐴 , before the agents in 𝐴 move, while hextpℎ, 𝜎𝐴, ®𝛼q is the extension of hextpℎ, 𝜎𝐴q by the move ®𝛼 played

by agents in 𝐴. Also hext2pℎ, 𝜎𝐴q stands for the set of two-step extensions of ℎ by strategy 𝜎𝐴 and all moves ®𝛼 played

by agents in 𝐴.

When ℎ P 𝐻𝑖𝑠𝑡𝐴pMq ends in an 𝐴 state and 𝛼 P 𝑃p𝑙𝑠𝑡pℎq, 𝐴q, we also denote

hextpℎ, ®𝛼q “ ℎ ¨ 𝜏p𝑙𝑠𝑡pℎq, ®𝛼q

A useful identity which will be used in the sequel is the following:

𝑙𝑠𝑡phextpℎ, 𝜎, 𝛽qq “ 𝜏p𝑙𝑠𝑡pℎq, 𝜎, 𝛽q (2)

We also define 𝑛-step, finite and infinite outcomes of a strategy 𝜎𝐴 as

𝑜𝑢𝑡𝑛p𝜎𝐴q “
ď

␣

hext2pℎ, 𝜎𝐴q | ℎ P 𝑑𝑜𝑚p𝜎𝐴q, |ℎ| “ 𝑛
(

𝑜𝑢𝑡ď𝑛p𝜎𝐴q “
ď

𝑘ď𝑛

𝑜𝑢𝑡𝑘p𝜎𝐴q

𝑜𝑢𝑡p𝜎𝐴q “ t𝜆 P 𝑃𝑎𝑡ℎ𝑠pMq | @𝑛 P N, 𝜆ď𝑛 P 𝑜𝑢𝑡
𝑛p𝜎𝐴qu 𝑜𝑢𝑡 𝑓 p𝜎𝐴q “

ď

𝑛PN

𝑜𝑢𝑡𝑛p𝜎𝐴q

𝑜𝑢𝑡 𝑓 pℎ, 𝜎𝐴q “ t𝑘 P 𝑜𝑢𝑡
𝑓 p𝜎𝐴q | ℎ ĺ 𝑘u 𝑜𝑢𝑡pℎ, 𝜎𝐴q “ t𝜆 P 𝑜𝑢𝑡p𝜎𝐴q | ℎ ĺ 𝜆u

Hereafter M “ x𝑆, 𝑆0, t𝐴𝑐𝑡𝑎u𝑎P𝐴𝑔, 𝜋, t„𝑎u𝑎P𝐴𝑔, 𝑃, 𝜏y and M1 “ x𝑆 1, 𝑆 1
0
, t𝐴𝑐𝑡 1𝑎u𝑎P𝐴𝑔, 𝜋

1, t„1
𝑎u𝑎P𝐴𝑔, 𝑃

1, 𝜏 1y are two turn-

based iCGS for 𝐴 Ď 𝐴𝑔 and 𝐴1 Ď 𝐴𝑔1
, respectively. In the sequel, the notations hext1 refer to successor functions on

histories of M1
.

The following definition, introduced in [7, 8], models the simulation of “local” strategies of the coalition 𝐴 in M with

"local" strategies of 𝐴1
in M1

, where the locality in both iCGS refers to some equivalence class for common knowledge.

The idea is that, assuming some relationship exists between two common knowledge neighbourhoods 𝐶𝐴pℎq in M and,
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resp., 𝐶𝐴1pℎ1q in M1
, we would like to extend that relationship to a simulation of each strategy defined on each history

in 𝐶𝐴pℎq by a strategy defined on each history in 𝐶𝐴1pℎ1q:

Definition 14 (Strategy simulators). An p𝐴,𝐴1q-strategy simulator (or simply strategy simulator, when 𝐴,𝐴1

are understood from the context) is a family 𝑆𝑇 “
`

𝑆𝑇𝐶𝐴pℎq,𝐶𝐴1 pℎ1q

˘

ℎP𝐻𝑖𝑠𝑡𝐴pMq,ℎ1P𝐻𝑖𝑠𝑡𝐴1 pM1q
of mappings 𝑆𝑇𝐶𝐴pℎq,𝐶𝐴1 pℎ1q :

𝑃𝑆𝑡𝑟𝐴p𝐶𝐴pℎqq Ñ 𝑃𝑆𝑡𝑟𝐴1p𝐶𝐴1pℎ1qq such that for all histories ℎ, 𝑘 P 𝐻𝑖𝑠𝑡pMq and ℎ1, 𝑘 1 P 𝐻𝑖𝑠𝑡pM1q,

if 𝐶𝐴pℎq “ 𝐶𝐴p𝑘q and 𝐶𝐴1pℎ1q “ 𝐶𝐴1p𝑘 1q, then 𝑆𝑇𝐶𝐴pℎq,𝐶𝐴1 pℎ1q “ 𝑆𝑇𝐶𝐴p𝑘q,𝐶𝐴1 p𝑘1q (3)

Hereafter, we simplify the notation by writing 𝑆𝑇 p𝜎q instead of the cumbersome 𝑆𝑇𝐶𝐴pℎq,𝐶𝐴1 pℎ1qp𝜎q, whenever ℎ

and ℎ1
are clear from the context and 𝜎 P 𝑃𝑆𝑡𝑟p𝐶𝐴pℎqq.

We can now adapt the history-based version of (bi)simulation for turn-based iCGS from [8]. A simulation is, as usual,

a binary relation between a history in M and a history in M1
, which has to be compatible with strategy simulators and

with reactions by the respective anti-coalition – reactions which are modeled by "reverse simulation maps":

Definition 15 (Memoryful Simulation). Let 𝐴 Ď 𝐴𝑔, 𝐴1 Ď 𝐴𝑔1 be coalitions of agents. A relation ⇛𝐴,𝐴1Ď
´

𝐻𝑖𝑠𝑡𝐴pMq ˆ𝐻𝑖𝑠𝑡𝐴1pM1q

¯

Y

´

𝐻𝑖𝑠𝑡
𝐴
pMq ˆ𝐻𝑖𝑠𝑡

𝐴1pM
1q

¯

is a simulation for 𝐴, 𝐴1 (denoted ⇛ in the sequel) iff there exists

𝑎. a strategy simulator 𝑆𝑇 ;

𝑏. a family of reverse simulation maps
´

𝜌ℎ,ℎ1

¯

pℎ,ℎ1qPJ
with J “

␣

pℎ,ℎ1q P 𝐻𝑖𝑠𝑡
𝐴
pMq ˆ𝐻𝑖𝑠𝑡

𝐴
1pM1q | ℎ ⇛ ℎ1

(

and

𝜌ℎ,ℎ1 : 𝐴𝑐𝑡
𝐴1 ÝÑ 𝐴𝑐𝑡

𝐴
;

such that, for any two histories ℎ P 𝐻𝑖𝑠𝑡pMq, ℎ1 P 𝐻𝑖𝑠𝑡pM1q, ℎ ⇛ ℎ1 implies the following properties:

(Sim.1) 𝜋p𝑙𝑠𝑡pℎqq “ 𝜋 1p𝑙𝑠𝑡pℎ1qq;

(Sim.2) If ℎ P 𝐻𝑖𝑠𝑡𝐴pMq and ℎ1 P 𝐻𝑖𝑠𝑡𝐴pM
1q then for each 𝜎𝐴 P 𝑃𝑆𝑡𝑟𝐴p𝐶𝐴pℎqq, hextpℎ, 𝜎𝐴pℎqq⇛ hext1pℎ1, 𝑆𝑇 p𝜎𝐴qpℎ

1qq.

(Sim.3) If ℎ P 𝐻𝑖𝑠𝑡
𝐴
pMq and ℎ1 P 𝐻𝑖𝑠𝑡

𝐴1pM
1q then for each 𝛼 1 P 𝑃p𝐴1, 𝑙𝑠𝑡pℎ1qq, hextpℎ, 𝜌ℎ,ℎ1p𝛼 1qq⇛ hext1pℎ1, 𝛼 1q.

Additionally:

(Sim.4) For each ℎ P 𝐻𝑖𝑠𝑡
𝐴
pMq, ℎ1 P 𝐻𝑖𝑠𝑡

𝐴1pM
1q, 𝑘 P 𝐻𝑖𝑠𝑡

𝐴
pMq and 𝑘 1 P 𝐻𝑖𝑠𝑡

𝐴1pM
1q with ℎ ⇛ ℎ1, 𝑘 ⇛ 𝑘 1, ℎ „𝐶

𝐴
𝑘 , and

𝑘 1 „𝐶
𝐴1 ℎ

1, for each 𝛼 1 P 𝑃p𝑙𝑠𝑡pℎ1q, 𝐴1q and 𝛽1 P 𝑃 1p𝑙𝑠𝑡p𝑘 1q, 𝐴1q,

hext1pℎ1, 𝛼 1q „𝐶
𝐴1 hext1p𝑘 1, 𝛽1q implies hextpℎ, 𝜌ℎ,ℎ1p𝛼 1qq „𝐶

𝐴 hextp𝑘, 𝜌𝑘,𝑘1p𝛽1qq

A relation⇚⇛𝐴,𝐴1 is a bisimulation iff both⇚⇛𝐴,𝐴1 and its converse⇚⇛´1

𝐴,𝐴1“ tpℎ
1, ℎq | ℎ ⇚⇛𝐴,𝐴1 ℎ1u are simulations.

We also extend (bi)-simulation to paths 𝜆P𝑃𝑎𝑡ℎpMq, 𝜆1 P𝑃𝑎𝑡ℎpM1q, by denoting 𝜆 ⇛ 𝜆1
iff for all 𝑗 ě 0, 𝜆ď𝑗 ⇛ 𝜆1

ď𝑗
.

The following lemma adapts Lemma 9 in [8]. To do so, for a set 𝜒 Ď 𝑋 ˆ 𝑌 of tuples, we denote the projection on

the first component as 𝜒
1

“ t𝑥 P 𝑋 | D𝑦 P 𝑌 with p𝑥,𝑦q P 𝜒u, and we employ a similar notation for the projection on

the second component 𝜒
2

. Also we employ the term common knowledge class for 𝐴 to designate some set of histories 𝐻

which is the common knowledge neighborhood 𝐻 “ 𝐶𝐴pℎq of some history ℎ.

Lemma 3. Suppose that ⇛ is a simulation for 𝐴,𝐴1. Consider two common knowledge classes 𝐻0 P 𝐻𝑖𝑠𝑡𝐴pMq and 𝐻 1
0
P

𝐻𝑖𝑠𝑡𝐴1pM1q and suppose there exists a set of pairs of histories 𝜒 Ď 𝐶𝐴pℎ0qˆ𝐶𝐴1pℎ1
0
q and some mapping 𝑟𝑒𝑣𝜒 : 𝜒

2

ÝÑ 𝜒
1

with 𝑟𝑒𝑣𝜒 pℎ1q⇛ ℎ1 for each ℎ1 P 𝐻 1
0
.

Then for every strategy 𝜎𝐴 , there exists a strategy 𝜎 1
𝐴1 such that, for any pℎ,ℎ1q P 𝜒 ,

(˚) for every path 𝜆1 P 𝑜𝑢𝑡pℎ1, 𝜎 1
𝐴1q there exists a path 𝜆 P 𝑜𝑢𝑡pℎ, 𝜎𝐴q such that 𝜆 ⇛ 𝜆1.
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The proof for this is an adaptation of the proofs in [7, 8], and can be found in Appendix A.

We may now state and prove the main result of this section:

Theorem 11. In the context of the notations of this section, let ℎ P 𝐻𝑖𝑠𝑡pMq and ℎ1 P 𝐻𝑖𝑠𝑡pM1q be histories and ⇛𝐴,𝐴1 a

simulation for𝐴,𝐴1 such that ℎ ⇛𝐴,𝐴1 ℎ1 and for any ℎ1
1
P 𝐻𝑖𝑠𝑡pMq with ℎ1

1
„𝐸
𝐴1 ℎ, there exists ℎ1 P 𝐻𝑖𝑠𝑡pMq with ℎ1 „𝐸

𝐴
ℎ

and ℎ1 ⇛𝐴,𝐴1 ℎ1
1
.

Then for any path formula𝜓 , if pM, 𝑙𝑠𝑡pℎqq |ù xx𝐴yy𝜓 then pM1, 𝑙𝑠𝑡pℎ1qq |ù xx𝐴1yy𝜓 .

Proof. We give the proof for the subjective semantics of ATL as it will immediately entail the result for the objective

semantics.

Since pM, 𝑙𝑠𝑡pℎqq |ù xx𝐴yy𝜓 , we may find a strategy 𝜎𝐴 such that, for any ℎ1 „
𝐸
𝐴
ℎ and 𝜆 P 𝑜𝑢𝑡pℎ1, 𝜎𝐴q, pM, 𝜆ě|ℎ|q |ù 𝜓 .

Define

𝜒 “ tpℎ1, ℎ
1
1
q | ℎ1 „

𝐸
𝐴 ℎ,ℎ

1
1
„𝐸
𝐴1 ℎ

1, ℎ1 ⇛𝐴,𝐴1 ℎ1
1
u

We may then apply Lemma 3 and conclude that there exists 𝜎𝐴1 such that, for any ℎ1
1
„𝐸
𝐴1 ℎ

1
and any path 𝜆1 P

𝑜𝑢𝑡pℎ1
1
, 𝜎𝐴1q, there exists ℎ1 „𝐴 ℎ and 𝜆 P 𝑜𝑢𝑡pℎ1, 𝜎𝐴q such that 𝜆 ⇛𝐴,𝐴1 𝜆1

.

Now observe that 𝜆 ⇛𝐴,𝐴1 𝜆1
implies that 𝜋p𝜆r𝑖sq “ 𝜋p𝜆1r𝑖sq for all 𝑖 P N. Hence the projection of both paths onto

𝐴𝑃 is identical, 𝜆
𝐴𝑃
“ 𝜆1

𝐴𝑃
, which implies that they satisfy the same LTL formulas using atoms in 𝐴𝑃 . By an easy

induction on the number of nested coalition operators in the ATL formula 𝜑 , we also get that 𝜆 |ù 𝜓 if and only if

𝜆1 |ù 𝜓 . Hence 𝜎𝐴1 is a witness that pM1, 𝑙𝑠𝑡pℎ1qq |ù xx𝐴1yy𝜓 .

Note that the above result also holds for the objective semantics [43], since in that case we only need to consider the

singleton set 𝜒 “ tpℎ,ℎ1qu.

5.3 Model-checking formulas with non-nesting coalition operators

In this subsection we give the two main constructions of turn-based games that simulate strategic abilities of a given

coalition 𝐴 with DS-knowledge. We start with the adaptation of the information set construction from [18].

Assume that M “ x𝐴𝑔, 𝑆𝐴, 𝑆𝐴, 𝑆0, 𝐴𝑐𝑡, t„𝑎u𝑎P𝐴𝑔, 𝑃, 𝜏, 𝜋y is a (turn-based) iCGS, and suppose that 𝑆0 is closed under

„𝐶
𝐴
, that is, if 𝑠 „𝐶

𝐴
𝑠1
and 𝑠 P 𝑆0 then 𝑠

1 P 𝑆0. A useful notation that we need in the sequel is the set of partial strategies

whose domain is the union of all common knowledge neighborhoods of some prefixes of a history ℎ and which are

compatible with some given (full) strategy 𝜎 :

𝑃𝑆𝑡𝑟𝐴p𝜎,ĺ ℎq “
ď

ℎ1ĺℎ

𝑃𝑆𝑡𝑟𝐴
`

𝐶𝐴pℎ
1q X 𝑜𝑢𝑡 𝑓 p𝜎,𝑄0q

˘

We build a two-player (infinite state) turn-based game structure pM in which the protagonist is denoted 1 and the

antagonist is 2, such that the turn-based iCGS 𝑇𝐵pM, 𝐴q and pM are 𝐴, 1-bisimilar.

The two-player game structure is defined as pM “
`

p𝑄1, p𝑄2, 𝑆0,„1, 𝐴𝑐𝑡1, 𝐴𝑐𝑡2, p𝜏, p𝑃, p𝜋q, where :

‚ The set of states is:

p𝑄1 “𝑆0 Y
␣

r𝜎,ℎ, 𝛽s | there exists 𝜎0 P 𝑆𝑡𝑟𝐴pMq with 𝜎 P 𝑃𝑆𝑡𝑟𝐴p𝜎0,ĺ ℎq and 𝛽 P 𝑃p𝐴,ℎq
(

p𝑄2 “
␣

r𝜎,ℎs | there exists 𝜎0 P 𝑆𝑡𝑟𝐴pMq with 𝜎 P 𝑃𝑆𝑡𝑟𝐴p𝜎0,ĺ ℎq
(
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Here, a macro-state r𝜎,ℎ, 𝛽s encodes the information set 𝐶𝐴phextpℎ, 𝜎, 𝛽qq. Also a macro-state r𝜎,ℎs encodes the

information set𝐶𝐴pℎq X 𝑜𝑢𝑡
|ℎ|p𝜎,𝑄0q. The 𝜎 component in these macro-states is called the strategy commitment

for 𝐴.

‚ The set of actions are 𝐴𝑐𝑡1 “
Ť

𝑛PN𝐴𝑐𝑡
𝑛
1
where 𝐴𝑐𝑡𝑛

1
“

Ť

𝑘P𝐻𝑖𝑠𝑡𝑛pMq 𝑃𝑆𝑡𝑟𝐴p𝐶𝐴p𝑘qq, and 𝐴𝑐𝑡2 “ 𝐴𝑐𝑡
𝐴
.

‚ The indistinguishability relation „1 is defined as:

– r𝜎1, ℎ1s „1 r𝜎2, ℎ2s iff 𝜎1 “ 𝜎2 and ℎ1 „
𝐶
𝐴
ℎ2.

– r𝜎1, ℎ1, 𝛽1s „1 r𝜎2, ℎ2, 𝛽2s iff 𝜎1 “ 𝜎2, and hextpℎ1, 𝜎1, 𝛽1q „𝐶
𝐴
hextpℎ2, 𝜎2, 𝛽2q.

– For each 𝑠1, 𝑠2 P 𝑆0, 𝑠1 „1 𝑠2 iff 𝑠1 „
𝐶
𝐴
𝑠2.

Note that, for two macro-states to be indistinguishable for the protagonist, they must be produced by the same

strategy commitment, which allows for this indistinguishability to be an equivalence relation. Also note that the

second type of indistinguishability implies that ℎ1 „
𝐶
𝐴
ℎ2, since „

𝐶
𝐴
is a perfect recall and synchronous common

knowledge indistinguishability relation.

‚ The protocol and the transition function are given as:

– For each 𝑠 P 𝑆0, p𝑃p1, ℎq “ 𝑃𝑆𝑡𝑟𝐴p𝐶𝐴p𝑠qq.

– For each 𝜎 P p𝑃p1, ℎq “ 𝑃𝑆𝑡𝑟𝐴p𝐶𝐴p𝑠qq, p𝜏p𝑠, 𝜎q “ r𝜎, 𝑠s.

– For each r𝜎,ℎ, 𝛽s P x𝑄1,
p𝑃p1, r𝜎,ℎ, 𝛽sq “ 𝑃𝑆𝑡𝑟𝐴

`

𝐶𝐴phextpℎ, 𝜎, 𝛽q
˘

.

– For each 𝜎1 P p𝑃p1, r𝜎,ℎ, 𝛽sq “ 𝑃𝑆𝑡𝑟𝐴p𝐶𝐴phextpℎ, 𝜎, 𝛽qqq,

p𝜏pr𝜎,ℎ, 𝛽s, 𝜎1q “ r𝜎 b 𝜎1, hextpℎ, 𝜎, 𝛽qs

where 𝜎 b𝜎1 is the one-step extension of the strategy commitment 𝜎 by 𝜎1 defined as follows: 𝑑𝑜𝑚p𝜎 b𝜎1q “

𝑑𝑜𝑚p𝜎q Y 𝑑𝑜𝑚p𝜎1q and

p𝜎 b 𝜎1qpℎq “

$

&

%

𝜎pℎq for ℎ P 𝑑𝑜𝑚p𝜎q

𝜎1pℎq for ℎ P 𝑑𝑜𝑚p𝜎1q

Informally, in each macro-state r𝜎,ℎ, 𝛽s, the protagonist must propose an 𝐴-profile of actions to be played at

hextpℎ, 𝜎, 𝛽q, and also action profiles which can be "consistently¨ played on each history ℎ1 „𝐶
𝐴
hextpℎ, 𝜎, 𝛽q.

The role of the partial strategy 𝜎1 is to gather together all these action profiles, by which the current strategy

commitment 𝜎 is extended.

Note additionally that the set of actions for the protagonist is infinite, but, in each macro-state of pM, only

finitely many actions are available as per definition of the protocol mapping p𝑃 .

– For each r𝜎,ℎs P x𝑄2,
p𝑃p2, r𝜎,ℎsq “ 𝑃p𝐴, 𝑙𝑠𝑡pℎqq, and for each 𝛽 P 𝐴𝑐𝑡

𝐴
,

p𝜏pr𝜎,ℎs, 𝛽q “ r𝜎,ℎ, 𝛽s

‚ The labeling with atomic propositions is:

p𝜋p𝑠q “ 𝜋p𝑠q for 𝑠 P 𝑆0

p𝜋pr𝜎,ℎ, 𝛽sq “ 𝜋p𝜏p𝑙𝑠𝑡pℎq, 𝜎pℎq, 𝛽qq for r𝜎,ℎ, 𝛽s P p𝑄1z𝑆0

Note that, similarly with the turn-based version of an iCGS, we only label states belonging to the protagonist.
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Remark 3. Note that, given a state r𝜎,ℎs P p𝑄2, there exists a unique history pℎ P 𝐻𝑖𝑠𝑡ppMq with 𝑙𝑠𝑡ppℎq “ r𝜎,ℎs. A similar

property holds for states r𝜎,ℎ, 𝛽s P p𝑄1, for which there exists a unique history ℎr𝜎,ℎ,𝛽s P 𝐻𝑖𝑠𝑡M with |ℎr𝜎,ℎ,𝛽s| “ |ℎ| ` 1 “

𝑛 ` 1, ℎr𝜎,ℎ,𝛽srď 𝑛s “ ℎ and ℎr𝜎,ℎ,𝛽sr𝑛 ` 1s “ hextpℎ, 𝜎, 𝛽q.

Therefore, in the sequel we will identify histories in pM with their final macro-states, be they in p𝑄1 or p𝑄2.

The above intuitive presentation of each state r𝜎,ℎ, 𝛽s as being a replica of hextpℎ, 𝜎, 𝛽q can be given a very concrete

interpretation in terms of bisimulations. Formally, consider the following relation:

(1) For all 𝑠 P 𝑆0, 𝑠 ⇚⇛𝐴,1 𝑠 .

(2) For all r𝜎,ℎ, 𝛽s P p𝑄1, hextpℎ, 𝜎, 𝛽q⇚⇛𝐴,1 r𝜎,ℎ, 𝛽s.

(3) For all r𝜎,ℎs P p𝑄2, hextpℎ, 𝜎q⇚⇛𝐴,1 r𝜎,ℎs.

Theorem 12. ⇚⇛𝐴,1 is a bisimulation for 𝐴, 1 between 𝑇𝐵pM, 𝐴q and pM.

Proof. We need to define the strategy simulators and the reverse simulation maps.

(1) For each pair hextpℎ, 𝜎, 𝛽q⇚⇛𝐴,1 r𝜎,ℎ, 𝛽s, note first that 𝑃𝑆𝑡𝑟𝐴p𝐶𝐴phextpℎ, 𝜎, 𝛽qq “ 𝑃𝑆𝑡𝑟1p𝐶1pr𝜎,ℎ, 𝛽sqq. Then

we set the identity map as the strategy simulator, that is, 𝑆𝑇 “ 𝑆𝑇𝐶𝐴phextpℎ,𝜎,𝛽qq,𝐶1pr𝜎,ℎ,𝛽sqp𝜎1q “ 𝜎1.

(2) Dually, the opposite strategy simulator 𝑆𝑇´1 “ 𝑆𝑇𝐶1pr𝜎,ℎ,𝛽sq,𝐶𝐴phextpℎ,𝜎,𝛽qq is also the identity mapping.

(3) For each simulation pair hextpℎ, 𝜎q⇚⇛𝐴,1 r𝜎,ℎs, recall that, by definition, p𝑃p2, r𝜎,ℎsq “ 𝑃p𝐴, 𝑙𝑠𝑡pℎqq. Then we

also set the reverse simulation map as the identity map on 𝑃p𝐴, 𝑙𝑠𝑡pℎqq, that is, 𝜌hextpℎ,𝜎q,r𝜎,ℎsp𝛽q “ 𝛽 .

(4) Dually the reverse simulation map for the opposite simulation is the identity too.

The four properties of bisimulations can be easily checked. For example, for proving property 4 for (the direct and

reverse part of)⇚⇛𝐴,1, assume we have r𝜎1, ℎ1s „1 r𝜎2, ℎ2s with hextpℎ𝑖 , 𝜎𝑖q⇚⇛𝐴,1 r𝜎𝑖 , ℎ𝑖 s for 𝑖 “ 1, 2. Then, for any

𝛽1, 𝛽2 P 𝐴𝑐𝑡𝐴 , p𝜏pr𝜎1, ℎ1s, 𝛽1q „1 p𝜏pr𝜎2, ℎ2s, 𝛽2q is equivalent with hextpℎ1, 𝜎1, 𝛽1q „𝐶
𝐴
hextpℎ2, 𝜎2, 𝛽2q by construction

of p𝜏 .

Now, we give the finite game structure which abstracts pM when coalition 𝐴 has DS-knowledge in the original iCGS.

The rough idea is to compact each pM-state r𝜎,ℎ, 𝛽s into a configuration 𝐷 Ď 𝑆2 in which we keep only the initial and the

final state of each history ℎ1 P 𝐶𝐴phextpℎ, 𝜎, 𝛽qqX𝑜𝑢𝑡pℎr1s, 𝜎q (the "frontier" of𝐶𝐴phextpℎ, 𝜎, 𝛽qqX𝑜𝑢𝑡pℎr1s, 𝜎q). Then

protagonist actions would correspond with one-step partial uniform strategies for 𝐴 whose domain is some set of pairs

of states 𝐷 which form a common-knowledge class for 𝐴 and represent such a "frontier". This would produce a finite

game structure which, in general, may lose some information. More specifically, in the absence of the DS-knowledge

property, if the protagonist wins this finite game structure for some objective then it also wins pM, but not the other way

round. The reason is that some 𝐴-strategy 𝜎 in M may behave differently on two histories ℎ1, ℎ2 with ℎ1r1s “ ℎ2r1s,

𝑙𝑠𝑡pℎ1q “ 𝑙𝑠𝑡pℎ2q and ℎ1 „
𝐶
𝐴
ℎ2 (i.e. 𝜎pℎ1q ‰ 𝜎pℎ2q), and yet when 𝐴 chooses 𝜎pℎ2q at ℎ1 she would not produce a

winning play – and neither the other way round. This is where DS-knowledge helps: any 𝐴-strategy must produce the

same action on any two histories ℎ1 „
𝐶
𝐴
ℎ2 of equal length and which share the same initial and final state. This will

allow us to simulate any 𝐴-strategy 𝜎 in the original game structure M with a protagonist strategy in the finite game

structure we present below.

The finite two-player game is denoted rM “
`

r𝑄1, r𝑄2, r𝑄0 „1, 𝐴𝑐𝑡1, 𝐴𝑐𝑡2, r𝜏, r𝑃, r𝜋q, and built as follows:

‚ The set of antagonist states is:

r𝑄2 “ tp𝐷, 𝜎, p𝑠1, 𝑠2qq | p𝑠1, 𝑠2q P 𝑆 ˆ 𝑆, 𝐷 Ď 𝐶𝐴p𝑠1𝑠2q, 𝜎 P 𝑃𝑆𝑡𝑟𝐴p𝐶𝐴p𝑠1𝑠2qqu
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Intuitively, 𝐷 is the set of pairs consisting of the first and the last state of some history in some of the sets of the

form 𝐶𝐴pℎq X 𝑜𝑢𝑡pℎr1s, 𝜎
1q, where r𝜎 1, ℎs P p𝑄2 will be detailed below. In the above definition when we employ

𝐶𝐴p𝑠1𝑠2q, 𝑠1𝑠2 represents a two-state history in M.

‚ The set of protagonist states is:

r𝑄1 “ 𝑆0 Y tp𝐷, 𝜎, p𝑠1, 𝑠2q, 𝛽q | p𝑠1, 𝑠2q P 𝑆 ˆ 𝑆, 𝐷 Ď 𝐶𝐴p𝑠1𝑠2q, 𝜎 P 𝑃𝑆𝑡𝑟𝐴p𝐶𝐴p𝑠1𝑠2qq, 𝛽 P 𝑃p𝐴, 𝑠2qu

These second type of states simulate macro-states of the form r𝜎 1, ℎ, 𝛽s in p𝑆1, in a sense to be detailed below.

‚ The set of initial states is 𝑆0.

‚ For each p𝐷, 𝜎, p𝑠1, 𝑠2qq, p𝐷
1, 𝜎 1, p𝑠1

1
, 𝑠1
2
qq P r𝑄2, p𝐷, 𝜎, p𝑠1, 𝑠2qq „1 p𝐷

1, 𝜎 1, p𝑠1
1
, 𝑠1
2
qq iff 𝐷 “ 𝐷 1

, 𝜎 “ 𝜎 1
and 𝑠1𝑠2 „

𝐶
𝐴

𝑠1
1
𝑠1
2
.

‚ For each p𝐷, 𝜎, p𝑠1, 𝑠2q, 𝛽q, p𝐷
1, 𝜎 1, p𝑠1

1
, 𝑠1
2
q, 𝛽1q P r𝑄1, p𝐷, 𝜎, p𝑠1, 𝑠2q, 𝛽q „1 p𝐷

1, 𝜎 1, p𝑠1
1
, 𝑠1
2
q, 𝛽1q iff 𝐷 “ 𝐷 1

, 𝜎 “ 𝜎 1

and hextp𝑠1𝑠2, 𝜎, 𝛽q „𝐶
𝐴
hextp𝑠1

1
𝑠1
2
, 𝜎 1, 𝛽1q.

‚ For each 𝑠 P 𝑆0, 𝑠 „1 𝑠
1
iff 𝑠1 P 𝑆0 and 𝑠 „

𝐶
𝐴
𝑠1
.

‚ r𝑃p2, p𝐷, 𝜎, p𝑠1, 𝑠2qqq “ 𝑃p𝐴, 𝑠2q and:

r𝜏pp𝐷, 𝜎, p𝑠1, 𝑠2qq, 𝛽q “ p𝐷, 𝜎, p𝑠1, 𝑠2q, 𝛽q for each 𝛽 P 𝑃p𝐴, 𝑠2qq

‚ If we denote 𝑠3 “ 𝜏p𝑠2, p𝜎p𝑠1𝑠2q, 𝛽qq then r𝑃p1, p𝐷, 𝜎, p𝑠1, 𝑠2q, 𝛽qq “ 𝑃𝑆𝑡𝑟𝐴p𝐶𝐴p𝑠1𝑠3qq and:

r𝜏pp𝐷, 𝜎, p𝑠1, 𝑠2q, 𝛽q, 𝜎1q “ p𝐷
1, 𝜎1, p𝑠1, 𝑠3qq for each 𝜎1 P 𝑃𝑆𝑡𝑟𝐴p𝐶𝐴p𝑠1𝑠3qq,

where 𝐷 1 “ tp𝑠4, 𝑠6q | there exists p𝑠4, 𝑠5q P 𝐷 with 𝑠4𝑠5𝑠6 P hext2p𝑠4𝑠5, 𝜎q and 𝑠6 „𝐶
𝐴
𝑠3u.

‚ For each 𝑠 P 𝑆0, 𝑃p𝑠, 1q “ 𝑃𝑆𝑡𝑟𝐴p𝐶𝐴p𝑠qq and for each 𝜎 P 𝑃𝑆𝑡𝑟𝐴p𝐶𝐴p𝑠qq, r𝜏p𝑠, 𝜎q “ p𝐶𝐴p𝑠q, 𝜎, p𝑠, 𝑠qq.

‚ The labeling with atoms is:

– r𝜋p𝑠q “ 𝜋p𝑠q for any 𝑠 P 𝑆0.

– r𝜋p𝐷, 𝜎, p𝑠1, 𝑠2q, 𝛽q “ 𝜋p𝜏p𝑠2, p𝜎pp𝑠1, 𝑠2q, 𝛽qqqq for any p𝐷, 𝜎p𝑠1, 𝑠2q, 𝛽q P r𝑄2.

Note that, in accordance with the notion of turn-based CGS, we only label proagonist states.

Again, we have employed the term "simulation" in the above informal presentation of this construction. Actually, we

may define a bisimulation between pM and rM under the assumption that M satisfies DS-knowledge. To this end, given a

history ℎ P 𝐻𝑖𝑠𝑡pMq and a partial strategy 𝜎 with ℎ P 𝑜𝑢𝑡 𝑓 p𝜎q, we define the following two objects:

𝐷𝜎,ℎ “
␣

p𝑠1, 𝑠2q P 𝑆 ˆ 𝑆 | for some ℎ1 P 𝐶𝐴pℎq X 𝑜𝑢𝑡
𝑓 p𝜎q, ℎ1r1s “ 𝑠1, 𝑙𝑠𝑡pℎ

1q “ 𝑠2
(

𝜎̃p𝑠1𝑠2q “ 𝜎pℎ1q for each 𝑠1𝑠2 P 𝐶𝐴
`

ℎr1s ¨ 𝑙𝑠𝑡pℎq
˘

and some ℎ1 P 𝐶𝐴pℎq X 𝑜𝑢𝑡
𝑓 p𝜎q with ℎ1r1s “ 𝑠1, 𝑙𝑠𝑡pℎ

1q “ 𝑠2

Remark 4. The above definition of 𝜎̃ does not depend on the choice of ℎ1 when 𝐴 has DS-knowledge.

To see this, assumewe haveℎ1, ℎ2 P 𝐶𝐴pℎqX𝑜𝑢𝑡p𝜎qwithℎ1r1s “ ℎ2r1s, 𝑙𝑠𝑡pℎ1q “ 𝑙𝑠𝑡pℎ2q. Since𝐴 has DS-knowledge

we must have ℎ1 „
𝐷
𝐴
ℎ2. But 𝜎 is a uniform strategy for 𝐴, hence 𝜎pℎ1q “ 𝜎pℎ2q.

Then the desired bisimulation between pM and rM is the following relation:

(1) For all r𝜎,ℎs P p𝑄2, r𝜎,ℎs⇚⇛1,1 p𝐷𝜎,ℎ, 𝜎̃, pℎr1s, 𝑙𝑠𝑡pℎqqq.

(2) For all r𝜎,ℎ, 𝛽s P p𝑄1, r𝜎,ℎ, 𝛽s⇚⇛1,1 p𝐷𝜎,ℎ, 𝜎̃, pℎr1s, 𝑙𝑠𝑡pℎqq, 𝛽q.

This formalizes the intuition that p𝐷𝜎,ℎ,𝛽 , 𝜎̃, pℎr1s, 𝑙𝑠𝑡pℎqq, 𝛽q contains exactly the tuples of initial and final states

of histories ℎ1
which have the same length as ℎ, are in the outcome of 𝜎 , and are in the same common-knowledge

class for 𝐴.
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Note that this is a relation on pairs of states from p𝑆 ˆ r𝑆 , but can be straightforwardly extended to a relation on

𝐻𝑖𝑠𝑡ppMq ˆ𝐻𝑖𝑠𝑡pr𝑆q by simply defining
pℎ ⇚⇛1,1

rℎ whenever
pℎ ⇚⇛1,1 𝑙𝑠𝑡prℎq, and recalling that a state rℎ, 𝜎, 𝛽s uniquely

identifies a history in pM. Hence Theorem 11 can be applied here too.

Theorem 13. If coalition 𝐴 has DS-knowledge in M, then⇚⇛1,1 is a bisimulation (for 1, 1) between pM and rM.

The proof of this theorem, which requires tedious checking of the properties of bisimulations, can be found in the

appendix.

We are now in position to define an algorithm for model-checking formulas of the type xx𝐴yy𝜓 where𝜓 is a purely

LTL formula and coalition 𝐴 in the given iCGS has DS-knowledge.

Theorem 14. Given an iCGS M of size 𝑛 which has DS-knowledge, a formula xx𝐴yy𝜓 containing no coalition operator

and of size𝑚, and a state 𝑠 P 𝑆 , there exists a parity game G of size 𝑂p22
𝑚2`𝑛

q such that the protagonist has a winning

strategy in G if and only if pM, 𝑠q |ù xx𝐴yy𝜓 .

Proof. Again we give the proof for the subjective semantics and comment where it must be adapted to handle the

objective semantics – which is, in fact, just in the next paragraph.

Denote 𝑄𝑠
0
“ t𝑠1 P 𝑆 | 𝑠1 „𝑎 𝑠 for some 𝑎 P 𝐴u and replace, in M, the set of initial states with 𝑄𝑠

0
. For the case of the

objective semantics we simply start with𝑄𝑠
0
“ t𝑠u. Build the two-player turn-based game structure rM𝑠 “

`

r𝑄1, r𝑄2, 𝑄
𝑠
0
,„1

, 𝐴𝑐𝑡1, 𝐴𝑐𝑡2, r𝜏, r𝑃, r𝜋q. Note that the size of rM𝑠 is𝑂p2
|𝑆|2 ¨ |𝐴𝑐𝑡 ||𝑆|2¨|𝐴𝑔| ¨ |𝑆|2 ¨ |𝐴𝑐𝑡 ||𝐴𝑔|q “ 𝑂p2|𝑆|2¨|𝐴𝑔|¨log |𝐴𝑐𝑡 |q, where 𝑆 is

the set of states in M, and the number of observability classes is also 𝑂p2|𝑆|2¨|𝐴𝑔|¨log |𝐴𝑐𝑡 |q.

Using results from [52], we build a nondeterministic Büchi automaton A𝜓 “ p𝑄𝜓 , 𝑞
𝜓

0
, 𝛿𝜓 ,Π𝜓 , 𝐵𝜓 q, with 𝛿𝜓 :

𝑄𝜓 ˆ 2
Π𝜓 ÝÑ 𝑄𝜓 and 𝐵𝜓 Ď 𝑄𝜓 representing the set of Büchi states. The language of A𝜓 contains exactly the paths

in pΠ𝜓 q
𝜔
which satisfy𝜓 , that is, 𝐿pA𝜓 q “ t𝜆 P pΠ𝜓 q

𝜔 | 𝜆 |ù 𝜓u. Note that the size of A𝜓 is 2
|𝜓 |

.

We then build a turn-based Büchi game with imperfect information M𝐴,𝜓 , as a (slightly adapted) synchronous product

of rM𝑠 and A𝜓 . This construction ensures that pM, 𝑠q |ù xx𝐴yy𝜓 iff the protagonist wins M𝐴,𝜓 . The adaptation of the

synchronous product is classical, and must account for the fact thatA𝜓 is transition-labeled, whereas rM𝑠 is state-labeled.

Formally, M𝐴,𝜓 “ p𝛿𝜓 ˆ r𝑄1, t𝑟0u Y p𝛿𝜓 ˆ
r𝑄2q, 𝑟0, 𝛿,Π𝜓 , 𝐵, 𝑜q where:

(1) Protagonist states are 𝛿𝜓 ˆ
r𝑄1 and antagonist states are t𝑟0u Y p𝛿𝜓 ˆ

r𝑄2q. Note that the initial state 𝑟0 is an

antagonist state.

(2) For each 𝑞 P 𝑄𝜓 and 𝑉 Ď Π𝜓 with 𝑞
𝜓

0

𝑉
ÝÑ 𝑞 P 𝛿𝜓 and each 𝑢 P r𝑄𝑠

0
with r𝜋p𝑢q “ 𝑉 , we append the transition

𝑟0 Ñ pp𝑞
𝜓

0

𝑉
ÝÑ 𝑞q, 𝑢q to 𝛿 . Note that the states pp𝑞

𝜓

0

𝑉
ÝÑ 𝑞q, 𝑢q are protagonist states.

(3) For each pp𝑞1
𝑉
ÝÑ 𝑞2q, 𝑢q P 𝛿𝜓 ˆ

r𝑄1 and transition r𝜏p𝑢, 𝜎q “ 𝑢1
in rM𝑠 , we append the transition pp𝑞1

𝑉
ÝÑ 𝑞2q, 𝑢q Ñ

pp𝑞1
𝑉
ÝÑ 𝑞2q, 𝑢

1q to 𝛿 .

(4) For each pp𝑞1
𝑉
ÝÑ 𝑞2q, 𝑢

1q P 𝛿𝜓 ˆ
r𝑄2 and for each transition 𝑞2

𝑉 1

ÝÑ 𝑞3 P 𝛿𝜓 with 𝑉 1 “ r𝜋p𝑢1q, we append the

transition pp𝑞1
𝑉
ÝÑ 𝑞2q, 𝑢

1q Ñ pp𝑞2
𝑉 1

ÝÑ 𝑞3q, 𝑢
1q to 𝛿 .

(5) The set of Büchi states is 𝐵 “
␣

pp𝑞1
𝑉
ÝÑ 𝑞2q, 𝑢q P 𝛿𝜓 ˆ

r𝑄1 | 𝑞2 P 𝐵𝜓
(

.

(6) The observation of each state is 𝑜pp𝑞1
𝑉 1

ÝÑ 𝑞1q, 𝑢q “ t𝑢
1 P r𝑄1 Y r𝑄2 | 𝑢

1 „1 𝑢u.

Then clearly the protagonist wins the game M𝐴,𝜓 if and only if there exists a uniform strategy for the protagonist in

rM𝑠 such that all paths compatible with that strategy satisfy𝜓 . The size of M𝐴,𝜓 is 𝑂p2|𝑆|2¨|𝐴𝑔|¨log |𝐴𝑐𝑡 | ¨ 2|𝜓 |q.

Finally, we apply results from [25, 51, 53] to transform M𝐴,𝜓 into a deterministic parity tree automaton as follows:
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(1) Build a two-player parity game with imperfect information G𝑜𝑏𝑠 but with an observable parity mapping, that is,

a parity mapping which is defined on the set of observations (rather than the set of states). The protagonist wins

G𝑜𝑏𝑠 if and only it wins M𝐴,𝜓 .

(2) Build a two-player parity game with perfect information G𝑝𝑒𝑟 𝑓 . Again, the protagonist wins G𝑝𝑒𝑟 𝑓 if and only

she wins G𝑜𝑏𝑠 .

(3) Build a deterministic parity tree automaton whose language is nonempty if and only if the protagonist wins

G𝑝𝑒𝑟 𝑓 .

The construction of G𝑜𝑏𝑠 can be adapted from [25] (where it is given for parity winning conditions, whereas in our case

we only have a Büchi winning condition). First, we consider M𝐴,𝜓 as a nondeterministic Büchi word automatonN𝜓 whose

alphabet is the set of pairs consisting of an observation and a label of A𝜓 . We then build a deterministic parity word

automaton B𝑑𝑒𝑡 (using the adaptation of Safra sets from [51]), with the same language as N𝜓 . Note that the state space

of B𝑑𝑒𝑡 is in 𝑂p2
2

|𝑆|2¨|𝐴𝑔|¨log |𝐴𝑐𝑡|¨2|𝜓 |

q. Also, following [51], the maximal parity in B𝑑𝑒𝑡 is in 𝑂p2
|𝑆|2¨|𝐴𝑔|¨log |𝐴𝑐𝑡 | ¨ 2|𝜓 |q,

hence polynomial in the size of M𝐴,𝜓 .

B𝑑𝑒𝑡 will then be used to define the acceptance condition of plays in M𝐴,𝜓 by defining G𝑜𝑏𝑠 as the synchronous

product with M𝐴,𝜓 , in which the observation mapping 𝑜 is defined as follows: in each pair of states p𝑣, 𝑧q with 𝑣 a state

in M𝐴,𝜓 and 𝑧 a state in B𝜓 , 𝑜p𝑣, 𝑧q “ 𝑧. Also the parity of each couple p𝑣, 𝑧q is defined as the parity of 𝑧. This way,

the new parity game has an observable parity condition. Then the size of G𝑜𝑏𝑠 is in 𝑂p2
2

|𝑆|2¨|𝐴𝑔|¨log |𝐴𝑐𝑡|¨2|𝜓 |

q and the

maximal parity in G𝑜𝑏𝑠 is in 𝑂p2
|𝑆|2¨|𝐴𝑔|¨log |𝐴𝑐𝑡 | ¨ 2|𝜓 |q

The game G𝑝𝑒𝑟 𝑓 is then built from G𝑜𝑏𝑠 using another adaptation of the information-set construction as in [53]. This

construction has two fortunate effects: first, the information-sets are in fact pairs p𝑈 ,𝑉 q with𝑈 being a subset of the

state-space of M𝐴,𝜓 and 𝑉 a state of B𝑑𝑒𝑡 , due to the fact that this second component is in fact the observation received

by the protagonist after each transition. Hence the state space of G𝑜𝑏𝑠 is in 𝑂p2
2

|𝑆|2¨|𝐴𝑔|¨log |𝐴𝑐𝑡|¨2|𝜓 |

q. Additionally, this

does not produce an explosion of the maximal parity of G𝑜𝑏𝑠 precisely because the parity is observable (that is, defined

on the set of observations), hence still in 𝑂p2|𝑆|2¨|𝐴𝑔|¨log |𝐴𝑐𝑡 | ¨ 2|𝜓 |q.

The final step is then equivalent with checking nonemptiness of a deterministic parity tree automaton, which is

known to require time in 𝑂p𝑚𝑑 q, where𝑚 is the size of the state-space of G𝑝𝑒𝑟 𝑓 and 𝑑 is the maximal parity therein.

Hence we get the double exponential bound in the theorem statement.

5.4 Handling nested coalition operators

We may now give the proof of Theorem 8, whose statement we report here.

Theorem 8. Given a sequence C of coalitions, the model-checking problem for C-formulas and for iCGS in which each

coalition 𝐴 in C has DS-knowledge is 2´ 𝐸𝑋𝑃𝑇 𝐼𝑀𝐸-complete.

Proof. Given an iCGS M and a formula 𝜑 , we proceed by adapting the usual iterative process of creating new atoms

from subformulas and augmenting the state labelings with the new atoms. W.l.o.g we assume that the leading operator

in 𝜑 is a coalition operator. At iteration 𝑖 corresponding with a subformula xx𝐴𝑖yy𝜓 in which𝜓 does not contain any

coalition operator, for each state 𝑠 we append label 𝑝xx𝐴𝑖yy𝜓
to 𝑠 iff the algorithm in Theorem 14 answers "Yes". We

then replace each occurrence of xx𝐴𝑖yy𝜓 with 𝑝xx𝐴𝑖yy𝜓
in 𝜑 , and iterate with M𝑖`1 being the iCGS Mxx𝐴𝑖yy𝜓

with the

modified labeling. The algorithm stops when treating the whole formula 𝜑 itself, in which case we call the algorithm in
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Theorem 14 for each subset 𝐸𝐴p𝑠q for some 𝑠 P 𝑆0. Then our algorithm answers “Yes" iff each of these calls yields a

positive answer.

The completeness part follows from the fact that the model-checking problem for 𝐴𝑇𝐿˚
with perfect information is

already 2´ 𝐸𝑋𝑃𝑇 𝐼𝑀𝐸-complete.

We now describe the text above, i.e., our procedure of checking if a formula𝜓 holds on a M, in Algorithm 1.

Algorithm 1 Treatment of Formulae with Nested Coalition Operators

Input: formula𝜓 with nested operators, game structure M
Output: whether formula𝜓 holds on M

Require: 𝜓 starting with coalition operator

𝐿𝐴𝑃 Ð 𝐿𝐴𝑃M
𝑗 Ð 0

M𝑗 Ð M
while 𝛽 P 𝑆𝑢𝑏𝑓 𝑜𝑟𝑚p𝜓q do

𝑋 :“ 𝑋M𝑗 ˆ 𝐿𝐴𝑃 Ź pairs of (states in M𝑗 , propositional labels )
𝑗 Ð 𝑗 ` 1

if 𝛽 Ð xx𝐴yy𝜓 then
𝑋 :“ 𝑋 Y tp𝑠, 𝑝𝛽q | “𝑇ℎ_5p𝛽, 𝑠q :“ 𝑦𝑒𝑠2u Ź Labelling 𝑠 with new atom 𝑝𝛽
𝜓 Ð 𝑇𝑟𝑎𝑛𝑠 𝑓 𝑜𝑟𝑚p𝜓, 𝛽q Ź Rewrite𝜓 by uniformly replacing 𝛽 with 𝑝𝛽

𝐿𝐴𝑃 Ð 𝐿𝐴𝑃 Y t𝑝𝛽u

M𝑗 Ð 𝑇𝑟𝑎𝑛𝑠 𝑓 𝑜𝑟𝑚pM𝑗 , 𝑋 q Ź Reconstruct a game structure with current 𝑋

end if
end while
for 𝑠 P 𝑆0M𝑗 do Ź for each state 𝑠 in the last game structure

if 𝑇ℎ_5p𝜓, 𝐸𝐴p𝑠qq :=“No” then Ź Call the alg. in Th5 on 𝐸𝐴p𝑠q

return “No”

end if
end for
return “Yes”

6 RELEVANCE OF 𝐴-CAST ICGS

In this section we illustrate the relevance of the notion of broadcast within a given coalition, or coalition-cast, by showing

that it encompasses strictly stronger conditions already considered in the literature on distributed and multi-agent

systems. Specifically, we show that coalition-cast iCGSs subsume broadcast systems as defined in [14, 50], as well as

systems without information forks [33]. These are all classes of systems that have been proved to allow for a decidable

model checking problem under the assumptions of imperfect information and perfect recall.

First, recall from [14] that an iCGS only has broadcast actions iff for any 𝑎 P 𝐴𝑔, states 𝑠1 „𝑎 𝑠2 and joint actions

𝛼, 𝛽 P 𝐴𝐶𝑇 , if 𝛼 ‰ 𝛽 then 𝜏p𝑠1, 𝛼q ȷ𝑎 𝜏p𝑠2, 𝛽q.

Such a system is 𝐴-cast: assume that 𝑠1 „
𝐷
𝐴
𝑠2, 𝛼 𝐴

“ 𝛽
𝐴
, and 𝜏p𝑠1, 𝛼q „

𝐶
𝐴
𝜏p𝑠2, 𝛽q. Then we can prove by induction

on the length of the sequence of indistinguishabilities connecting 𝜏p𝑠1, 𝛼q with 𝜏p𝑠2, 𝛽q that the "only broadcast actions"

hypothesis implies 𝛼 “ 𝛽 . But then the conclusion follows since 𝜏p𝑠1, 𝛼q „
𝐷
𝐴
𝜏p𝑠2, 𝛼q by definition.

Recall further from [50] that a broadcast system is an iCGS in which

‚ 𝐴𝑔 “ 𝐴Y t𝑒u with 𝑒 denoting the "environment" agent.
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‚ 𝑆 “
ś

𝑎P𝐴𝑔 𝑆𝑎 .

‚ There exists a mapping 𝑂 : 𝑆𝑒 ÝÑ 𝑂𝑏𝑠 such that for each 𝑎 P 𝐴 and ®𝑠1, ®𝑠2 P 𝑆 , ®𝑠1 „𝑎 ®𝑠2 iff ®𝑠1 𝑎
“ ®𝑠2 𝑎

and

𝑂p ®𝑠1 𝑒
q “ 𝑂p ®𝑠2 𝑒

q.

‚ For each ®𝑠 P 𝑆 and 𝛼 P 𝐴𝐶𝑇 , 𝜏p®𝑠, 𝛼q “
´

𝜏𝑎p®𝑠 𝑎, 𝛼 𝑎
q

¯

¨
`

𝜏p®𝑠
𝑒
, 𝛼q

˘

for some mappings 𝜏𝑎 : 𝑆𝑎 ˆ𝐴𝑐𝑡𝑎 ÝÑ 𝑆𝑎 and

𝜏𝑒 : 𝑆𝑒 ˆ𝐴𝐶𝑇 ÝÑ 𝑆𝑒 .

So assume we have ®𝑠1 „𝐷
𝐴

®𝑠2, which implies that ®𝑠1 𝑎
“ ®𝑠2 𝑎

for each 𝑎 P 𝐴 and 𝑂p ®𝑠1 𝑒
q “ 𝑂p ®𝑠2 𝑒

q. Assume further

that 𝛼, 𝛽 P 𝐴𝐶𝑇 with 𝛼
𝑎
“ 𝛽

𝑎
for each 𝑎 P 𝐴. It then follows that 𝜏𝑎p ®𝑠1 𝑎

, 𝛼q
𝑎
“ 𝜏𝑎p ®𝑠2 𝑎

, 𝛽q
𝑎
for each 𝑎 P 𝐴. If

we suppose further that 𝜏p ®𝑠1, 𝛼q „𝑏 𝜏p ®𝑠1, 𝛽q for some 𝑏 P 𝐴, we then get that 𝑂p𝜏p ®𝑠1, 𝛼q 𝑒q “ 𝑂p𝜏p ®𝑠2, 𝛽q 𝑒q. As a
consequence, 𝜏p ®𝑠1, 𝛼q „𝑎 𝜏p ®𝑠2, 𝛽q for each 𝑎 P 𝐴. By induction on the length of the sequence of indistinguishabilities

connecting 𝜏p ®𝑠1, 𝛼q and 𝜏p ®𝑠2, 𝛽q, we get the 𝐴-cast property.
Let us finally comment on the relationship between our notion of RMI without information forks and the notion

from [33]. To this end, consider an RMI arena A “ x𝐴𝑔,Vars, 𝐴𝑃,Φ𝐼 ,𝑚1, . . . ,𝑚|𝐴𝑔|y, and, for each subset of variables

𝑉 , define the agent graph defined by 𝑉 as follows: 𝐺𝑉 “ p𝐴𝑔,
𝑉
ÝÑq with 𝑎

𝑉
ÝÑ 𝑏 iff 𝑉𝑎 X𝑉𝑖𝑠𝑏 X𝑉 ‰ H. Then the RMI

has an indirect information fork for agents 𝑎, 𝑏, 𝑐, 𝑑 P 𝐴𝑔, (in the sense of [33]) if:

(1) 𝐴𝑔 “ 𝐴Y t𝑒u with 𝑒 distinct from 𝑐 and 𝑑 .

(2) Φ defines a unique initial state.

(3) For each set of variables 𝑉 for which 𝑎 and 𝑏 are reachable from 𝑒 in the graph 𝐺𝑉 , with 𝑉 X 𝑉𝑖𝑠𝑐 “ H,

𝑉 X𝑉𝑖𝑠𝑑 “ H, with 𝑐 and 𝑑 having no incoming edges in 𝐺𝑉 , and with 𝑉𝑎 X𝑉𝑖𝑠𝑐 ‰ H and 𝑉𝑏 X𝑉𝑖𝑠𝑑 ‰ H,

we have that 𝑉𝑎 X𝑉𝑖𝑠𝑐 Ę 𝑉𝑖𝑠𝑑 and 𝑉𝑏 X𝑉𝑖𝑠𝑑 Ę 𝑉𝑖𝑠𝑐 .

The RMI has a direct information fork if condition 3 above applies to 𝑎 “ 𝑏 “ 𝑒 and some 𝑐 and 𝑑 .

We may observe that RMIwith visibility control can be seen as a version of RMI in which there exists no agents 𝑐 and

𝑑 having a stronger version of direct information forks, but which have multiple initial states, hence the two settings

are incompatible. It should be noted that the unique initial state is an essential ingredient in the proof of the decidability

from [33], allowing a direct reduction to two-player games with perfect information, and hence avoiding the complexity

of solving games with imperfect information and building winning conditions compatible with information sets, as in

our approach.

It is not clear whether our technique can be extended to the case of indirect information forks but multiple initial

states. We conjecture that this would not be possible, due to results from [50] showing that the realizability problem for

specifications in the logic of knowledge and linear time is undecidable in hierarchical systems with two or more agents.

The same paper shows that the realizability problem for specifications in which the knowledge operators have only

positive occurrences is decidable, which would also suggest that decidability could be obtained for the fragment of

𝐴𝑇𝐿˚
consisting of positive formulas only, over RMI with indirect information forks and multiple initial states.

7 CONCLUSIONS

In this paper we considered the formalism of vCGS for the explicit representation of private-data sharing in multi-agent

systems. On these “MAS with 1-to-1 private-channels”, we introduced coalition-cast where, if agents share private data,

then they necessarily share it with all agents in a coalition, and proved verification decidable under the assumptions of

perfect recall and imperfect information. We demonstrated how vCGS are amenable to represent collusion by modelling

a security-driven example as a vCGS satisfying coalition-cast. Then, we argued that 𝐴𝑇𝐿˚
is the appropriate language

for the security requirement we discussed. In particular, our specification is a first-timer in secure-systems’ verification.
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As future work, we plan to implement the model-checking algorithm in the MCMAS tool [46]. To date, this tool

does not support communication between agents by means of shared variables, the only communication mechanism

being synchronisation on joint actions. Therefore, even though our case study can be modelled and verified in MCMAS

due to the fact that the model contains a finite number of lasso-type runs, the need to encode shared variables as

synchronisation on joint actions would increase even more the complexity of the models, fact which, combined with

the necessity to encode agent memory into the model in order to cope with the “memoryless” semantics of ATL, would

have a non-negligible impact on the performances of the tool. Therefore, our future research plans imply (1) enriching

the syntax of the ISPL to allow for shared variables and dynamic visibility of state variables through the addition of vis

statements, and (2) testing a model for the coalition-cast property, designing and implementing a symbolic version the

model-checking algorithm in Section 5.
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A APPENDIX 1: PROOF OF LEMMA 3

Proof. Given a uniform strategy 𝜎𝐴 , we define the sequence
`

𝑑𝑜𝑚𝑛p𝜎𝐴q
˘

𝑛PN of sets of histories in M such that

𝑘 P 𝑑𝑜𝑚𝑛p𝜎𝐴q iff 𝑘 can be reached in at most 𝑛 steps from some ℎ P 𝜒
1

by applying actions compatible with strategy

𝜎𝐴 . Formally, 𝑑𝑜𝑚0p𝜎𝐴q “ 𝐶𝐴pℎ0q and

𝑑𝑜𝑚𝑛`1p𝜎𝐴q “ 𝑑𝑜𝑚𝑛p𝜎𝐴q Y
ď

𝑘P𝑑𝑜𝑚𝑛p𝜎𝐴q

␣

𝐶𝐴p𝑙q | 𝑙 P hext
2pp𝑘, 𝜎𝐴q

(

Also, we denote by 𝜎𝑛
𝐴
the partial strategy resulting from restricting 𝜎𝐴 to 𝑑𝑜𝑚𝑛p𝜎𝐴q.

We then build 𝜎 1
𝐴1 and a mapping 𝜃 : 𝑜𝑢𝑡 𝑓 p𝜒

2

, 𝜎 1
𝐴1q ÝÑ 𝑜𝑢𝑡 𝑓 p𝜒

1

, 𝜎𝐴q such that for all ℎ P 𝑜𝑢𝑡𝑓 p𝜒
2

, 𝜎 1
𝐴1q, ℎ ⇛ 𝜃pℎq.

The construction is done by mutual induction on the length of histories. More formally, we build a sequence of

partial strategies 𝜎𝑛
𝐴1 : 𝑃𝑆𝑡𝑟𝐴p𝐻𝑖𝑠𝑡

ď|ℎ0|`𝑛

𝐴
pMqq ÝÑ 𝑃𝑆𝑡𝑟𝐴1p𝐻𝑖𝑠𝑡

ď|ℎ0|`𝑛

𝐴1 pM1qq for each 𝑛 ě 0 and a sequence of

mappings 𝜃𝑛 : 𝑜𝑢𝑡𝑛´1p𝜒
2

, 𝜎
𝑛´1

𝐴1 q ÝÑ 𝑜𝑢𝑡𝑛´1p𝜒
1

, 𝜎
𝑛´1

𝐴
q as follows. First, for each ℎ1 P 𝑜𝑢𝑡ď0p𝜒

2

, 𝜎0
𝐴1q “ 𝜒

2

, we put

𝜃1pℎ1q “ 𝑟𝑒𝑣𝜒 pℎ
1q. Note that, in this case, we have that, for any ℎ1

1
, ℎ1

2
P 𝑜𝑢𝑡0p𝜒

2

, 𝜎0
𝐴1q, 𝜃

1pℎ1
1
q „𝐶

𝐴
𝜃1pℎ1

2
q since they

both belong to 𝐶𝐴pℎ0q.

We also define 𝜎0
𝐴1pℎ

1q “ 𝑆𝑇𝐶𝐴pℎ0q,𝐶𝐴1 pℎ1
0
qp𝜎

0

𝐴
qpℎ1q.

For the induction step, fix a tuple of actions 𝛼 1
0
P 𝐴𝑐𝑡𝐴1 . Then, for each 𝑛 ě 1 we assume, by induction, that, whenever

𝑘 1
1
, 𝑘 1

2
P 𝑑𝑜𝑚p𝜃𝑛q with 𝑘 1

1
„𝐶
𝐴1 𝑘

1
2
we also have that 𝜃𝑛p𝑘 1

1
q „𝐶

𝐴
𝜃𝑛p𝑘 1

2
q. We call this assumption compatibility of 𝜃𝑛

with common knowledge for 𝐴,𝐴1
. Then, for each ℎ1 P 𝐻𝑖𝑠𝑡

ď|ℎ0|`𝑛

𝐴
pMq, we put 𝜎𝑛pℎ1q “ 𝑆𝑇𝐶𝐴p𝜃𝑛p𝑘1qq,𝐶𝐴1 p𝑘1qp𝜎𝐴qpℎ

1q if

ℎ1 P 𝐶𝐴1p𝑘 1q and 𝑘 1 P 𝑑𝑜𝑚p𝜃𝑛q, and fix 𝜎𝑛pℎ1q “ 𝛼 1
0
otherwise.

Compatibility of𝜃𝑛 with common knowledge for𝐴,𝐴1
implies that, whenever𝑘 1

1
„𝐶
𝐴1 𝑘

1
2
, we have that 𝑆𝑇𝐶𝐴p𝜃𝑛p𝑘1

1
qq,𝐶𝐴1 p𝑘1

1
q “

𝑆𝑇𝐶𝐴p𝜃𝑛p𝑘1
2
qq,𝐶𝐴1 p𝑘1

2
q, which implies that the definition of 𝜎𝑛 above does not depend on the choice of 𝑘 1

. Additionally, by

construction, 𝜎𝑛 is uniform on its domain.

We then define 𝜃𝑛`1
: 𝑜𝑢𝑡𝑛p𝜒

2

, 𝜎𝑛
𝐴1q ÝÑ 𝑜𝑢𝑡𝑛p𝜒

1

, 𝜎𝑛
𝐴
q as follows. Note first that ℎ1 P 𝑜𝑢𝑡𝑛p𝜒

2

, 𝜎𝑛
𝐴1q implies that

there exists 𝑘 1 P 𝑜𝑢𝑡𝑛´1p𝜒
2

, 𝜎𝑛
𝐴1q and 𝛼

1 P 𝐴𝑐𝑡
𝐴1 such that ℎ1 “ hextp𝑘 1, 𝜎𝑛

𝐴1p𝑘
1q, 𝛼 1q. Then we put:

𝜃𝑛`1pℎ1q “ hextp𝜃𝑛p𝑘 1q, 𝜎𝐴p𝜃
𝑛p𝑘 1qq, 𝜌𝑘,𝑘1p𝛼 1qq

We need to prove the compatibility of 𝜃𝑛`1
with common knowledge for 𝐴,𝐴1

. To this end, assume some ℎ1
1
, ℎ1

2
P

𝑜𝑢𝑡𝑛p𝜒
2

, 𝜎𝑛
𝐴1q. Hence for each 𝑖 “ 1, 2 there exist𝑘 1

𝑖
P 𝑜𝑢𝑡𝑛´1p𝜒

2

, 𝜎𝑛
𝐴1q and𝛼

1
𝑖
P 𝐴𝑐𝑡

𝐴1 such thatℎ
1
𝑖
“ hextp𝑘 1

𝑖
, 𝜎𝑛

𝐴1p𝑘
1q, 𝛼 1

𝑖
q.

For simplicity denote 𝑙 1
𝑖
“ 𝜏 1p𝑘 1

𝑖
, 𝜎𝑛

𝐴1p𝑘
1qq. By perfect recall, we must also have 𝑘 1

1
„𝐶
𝐴1 𝑘

1
2
and, by the inductive as-

sumption, 𝜃𝑛p𝑘 1
1
q „𝐶

𝐴
𝜃𝑛p𝑘 1

2
q. But, since M is strictly alternating, this implies that 𝑙1 “ 𝜏p𝜃𝑛p𝑘 1

1
q, 𝜎𝐴p𝜃

𝑛p𝑘 1
1
qq „𝐶

𝐴

𝜏p𝜃𝑛p𝑘 1
2
q, 𝜎𝐴p𝜃

𝑛p𝑘 1
2
qq “ 𝑙2. Using property (Sim.4) of alternating simulations, we then get that 𝜏p𝑙1q, 𝜌𝑙1,𝑙 1

1

p𝛼 1
1
qq „𝐶

𝐴

𝜏p𝑙2𝜌𝑙2,𝑙 1
2

p𝛼 1
2
qq, which is exactly 𝜃𝑛`1pℎ1

1
q „𝐶

𝐴
𝜃𝑛`1pℎ1

2
q.

Finally, to prove property (˚) in the statement of the lemma, consider a path 𝜆1 P 𝑜𝑢𝑡pℎ1, 𝜎 1
𝐴
q and the sequence

`

𝜃𝑛p𝜆1
ď|ℎ1|`𝑛

q
˘

𝑛PN of histories in M. By construction, 𝜃𝑛`1p𝜆1
ď|ℎ1|`𝑛`1

qPhextp𝜃𝑛p𝜆1
ď|ℎ1|`𝑛

q, 𝜎𝐴q and 𝜃
𝑛p𝜆1

ď|ℎ1|`𝑛
q⇛

𝜆1
ď|ℎ1|`𝑛

, which means that this sequence of histories is in fact a path 𝜆 in M which is compatible with 𝜎𝐴 and satisfies

𝜆 ⇛ 𝜆1
, which ends the proof.
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B APPENDIX 2: PROOF OF THEOREM 13

Proof. First, note that property (Sim.1) of alternating bisimulations holds by definition. To check property (Sim.2),

take a bisimilar pair r𝜎,ℎ, 𝛽s P p𝑄1 with r𝜎,ℎ, 𝛽s⇚⇛1,1 p𝐷𝜎,ℎ, 𝜎̃, pℎr1s, 𝑙𝑠𝑡pℎqq, 𝛽q. The strategy simulators are defined as

follows:

A. First, for each 𝜎1 P 𝑃𝑆𝑡𝑟1p𝐶𝐴pr𝜎,ℎ, 𝛽sqq “ 𝑃𝑆𝑡𝑟𝐴p𝐶𝐴pℎqq, define r𝜎1 P 𝑃𝑆𝑡𝑟1p𝐶𝐴pℎr1s, 𝑙𝑠𝑡pℎqq as the following

mapping: for each 𝑠1𝑠2 P 𝐶𝐴pℎr1s, 𝑙𝑠𝑡pℎqq, r𝜎1p𝑠1𝑠2q “ 𝜎pℎ1q where ℎ1
is some history with ℎ1r1s “ 𝑠1 and

𝑙𝑠𝑡pℎ1q “ 𝑠2. Then

𝑆𝑇 p𝜎1q “ r𝜎1

Remark 4 ensures that, whenever 𝐴 has DS-knowledge, the definition of 𝑆𝑇 p𝜎1q does not depend on the choice

of ℎ1
.

B. Dually, for each 𝜎 1
1
P 𝑃𝑆𝑡𝑟1p𝐶𝐴pℎr1s ¨ 𝑙𝑠𝑡pℎqqq, define the mapping p𝜎 1

1
P 𝑃𝑆𝑡𝑟𝐴p𝐶𝐴pℎqq as follows: for each

ℎ1 P 𝐶𝐴pℎq, p𝜎
1
1
pℎ1q “ 𝜎 1

1
pℎ1r1s, 𝑙𝑠𝑡pℎ1qq. Then:

𝑆𝑇´1p𝜎 1
1
q “ p𝜎 1

1

We first list a couple of useful properties that will be used in the sequel:

(1) For any ℎ P 𝐻𝑖𝑠𝑡pMq and 𝜎 P 𝑃𝑆𝑡𝑟pMq for which there exists 𝜎0 P 𝑆𝑡𝑟𝐴pMq such that 𝜎 P 𝑃𝑆𝑡𝑟𝐴p𝜎0,ĺ ℎq, for each

𝛽 P 𝐴𝑐𝑡
𝐴
and each 𝜎1 P 𝑃𝑆𝑡𝑟𝐴p𝐶𝐴phextpℎ, 𝜎, 𝛽qq, we have that

Č𝜎 b 𝜎1 “ r𝜎1 (4)

To see this, take some 𝑠𝑠1 P 𝐶𝐴pℎr1s 𝑙̈𝑠𝑡phextpℎ, 𝜎, 𝛽qqq, then for someℎ1 P 𝐶𝐴phextpℎ, 𝜎, 𝛽qqX𝑜𝑢𝑡 𝑓 p𝜎q with ℎ1r1s “

𝑠, 𝑙𝑠𝑡pℎ1q “ 𝑠1
, Č𝜎 b 𝜎1p𝑠𝑠

1q “ p𝜎 b 𝜎1qpℎ
1q “ 𝜎1pℎ

1q “ r𝜎1p𝑠𝑠
1q, since ℎ1 P 𝑑𝑜𝑚p𝜎1qz𝑑𝑜𝑚p𝜎q.

(2) Conversely, for any ℎ P 𝐻𝑖𝑠𝑡pMq and 𝜎 P 𝑃𝑆𝑡𝑟pMq for which there exists 𝜎0 P 𝑆𝑡𝑟𝐴pMq such that 𝜎 P 𝑃𝑆𝑡𝑟𝐴p𝜎0,ĺ

ℎq, for each 𝛽 P 𝐴𝑐𝑡
𝐴
and each 𝜎 1

1
P 𝑃𝑆𝑡𝑟1p𝐶𝐴pℎr1s ¨ 𝑙𝑠𝑡pℎqq, we have that

Č𝜎 b p

1𝜎1 “ 𝜎 1
1

(5)

This follows since, take some ℎ1 P 𝐶𝐴phextℎ, 𝜎, 𝛽q X 𝑜𝑢𝑡 𝑓 p𝜎q, then Č𝜎 b p

1𝜎1pℎ
1q “ p𝜎 b p𝜎1qpℎ

1r1s𝑙𝑠𝑡pℎ1qqq “

𝜎 1
1
pℎ1r1s𝑙𝑠𝑡pℎ1qq “ r𝜎1pℎ

1q.

Condition (Sim.2) of alternating bisimulations requires proving that, for each𝜎1 P 𝑃𝑆𝑡𝑟1p𝐶𝐴pr𝜎,ℎ, 𝛽sqq “ 𝑃𝑆𝑡𝑟𝐴p𝐶𝐴pℎqq,

p𝜏pr𝜎,ℎ, 𝛽s, 𝜎1q⇚⇛1,1 r𝜏pp𝐷𝜎,ℎ, 𝜎̃, pℎr1s, 𝑙𝑠𝑡pℎqq, 𝛽q, 𝑆𝑇 p𝜎1qq. This amounts to proving that:

r𝜎 b 𝜎1, hextpℎ, 𝜎, 𝛽qs⇚⇛1,1 p𝐷
1, 𝑆𝑇 p𝜎1q, pℎr1s, 𝑠3qq

where 𝑠3 “ 𝜏p𝑙𝑠𝑡pℎq, r𝜎pℎr1s, 𝑙𝑠𝑡pℎqq, 𝛽q and 𝐷 1 “ tp𝑠4, 𝑠6q | for some p𝑠4, 𝑠5q P 𝐷𝜎,ℎ, 𝑠4𝑠5𝑠6 P hext2p𝑠4𝑠5, 𝜎̃q and 𝑠6 „𝐴
𝐶

𝑠3u. So we need to prove that

(1) 𝐷𝜎b𝜎1,hextpℎ,𝜎,𝛽q “ 𝐷 1
.

(2) Č𝜎 b 𝜎1 “ 𝑆𝑇 p𝜎1q, which is exactly Identity 4 above.

(3) 𝑠3 “ 𝑙𝑠𝑡phextpℎ, 𝜎, 𝛽qq.
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The last point follows since 𝜎̃pℎr1s, 𝑙𝑠𝑡pℎqq “ 𝜎pℎq, and hence 𝑠3 “ 𝜏p𝑙𝑠𝑡pℎq, r𝜎pℎr1s, 𝑙𝑠𝑡pℎqq, 𝛽q “ 𝜏p𝑙𝑠𝑡pℎq, 𝜎pℎq, 𝛽q “

𝑙𝑠𝑡phextpℎ, 𝜎, 𝛽qq as per definition of hextpℎ, 𝜎, 𝛽q and Identity 2. Finally, the first identity can be proved as follows:

𝐷𝜎b𝜎1,hextpℎ,𝜎,𝛽q “
␣

p𝑠4, 𝑠6q | Dℎ
1 P 𝐶𝐴phextpℎ, 𝜎, 𝛽qq X 𝑜𝑢𝑡

𝑓 p𝜎 b 𝜎1q, ℎ
1r1s “ 𝑠4, 𝑙𝑠𝑡pℎ

1q “ 𝑠6
(

“
␣

p𝑠4, 𝑠6q | Dℎ
2 P 𝐶𝐴pℎq X 𝑜𝑢𝑡

𝑓 p𝜎q with 𝑠4 “ ℎ1r1s, with 𝑠6 P 𝑙𝑠𝑡phextpℎ2, 𝜎qq

and 𝑠6 „
𝐶
𝐴 𝑙𝑠𝑡phextpℎ, 𝜎, 𝛽qq

(

which is exactly 𝐷 1
if we put 𝑠5 “ 𝑙𝑠𝑡pℎ2q. Here we have used the fact that hextpℎ2, 𝜎q “ hextpℎ2r1s ¨ 𝑙𝑠𝑡pℎ2q, r𝜎q.

On the other hand, checking the dual of condition (Sim.2) requires proving that, for each 𝜎 1
1
P 𝑃𝑆𝑡𝑟1p𝐶𝐴pℎr1s𝑙𝑠𝑡pℎqqq,

p𝜏pr𝜎,ℎ, 𝛽s, 𝑆𝑇´1p𝜎 1
1
qq⇚⇛1,1 r𝜏pp𝐷𝜎,ℎ, r𝜎, pℎr1s, 𝑙𝑠𝑡pℎqq, 𝛽q, 𝜎1q. This amounts to proving that:

r𝜎 b p𝜎 1
1
, hextpℎ, 𝜎, 𝛽qs⇚⇛1,1 p𝐷

1, 𝜎 1
1
, pℎr1s, 𝑠3qq

with the same notations for 𝑠3 and 𝐷
1
as above. So we need to prove that:

(1) 𝐷𝜎bp𝜎 1
1
,hextpℎ,𝜎,𝛽q “ 𝐷 1

,

(2)
Č𝜎 b p

1𝜎1 “ 𝜎 1
1
, which is exactly Identity 5, and

(3) 𝑠3 “ 𝑙𝑠𝑡phextpℎ, 𝜎, 𝛽qq, which was already proved above.

The first identity can be proved almost identically to the above, by simply noting that:𝐷𝜎bp𝜎 1
1
,hextpℎ,𝜎,𝛽q “ 𝐷𝜎b𝜎1,hextpℎ,𝜎,𝛽q

for any appropriate one-step strategy 𝜎1 P 𝐶𝐴phextpℎ, 𝜎, 𝛽qq, and hence both are equal to 𝐷 1
.

Now let’s define the reverse simulation maps:

C. Assume
pℎ “ r𝜎,ℎs⇚⇛1,1 p𝐷𝜎,ℎ, r𝜎pℎr1s, 𝑙𝑠𝑡pℎqqq “

rℎ, then we set

𝜌
pℎ,rℎ
p𝛽q “ 𝛽 and, dually, 𝜌

´1

rℎ,pℎ
p𝛽q “ 𝛽. (6)

Property (Sim.3) is immediate, since p𝜏ppℎ, 𝛽q “ r𝜎,ℎ, 𝛽s⇚⇛1,1 p𝐷𝜎,ℎ, pℎr1s, 𝑙𝑠𝑡pℎqq, 𝛽q “ r𝜏p𝐷𝜎,ℎ, pℎr1s, 𝑙𝑠𝑡pℎqqq.

Finally, for proving condition (Sim.4), assume we are given
pℎ𝑖 “ r𝜎𝑖 , ℎ𝑖 s ⇚⇛1,1 p𝐷𝜎𝑖 ,ℎ𝑖 , r𝜎𝑖 , pℎ𝑖 r1s, 𝑙𝑠𝑡pℎ𝑖qqq “

rℎ𝑖

(for 𝑖 “ 1, 2) with pℎ1 „1
pℎ2 and

rℎ1 „1
rℎ2. By construction of rM, we must have 𝐷𝜎1,ℎ1

“ 𝐷𝜎2,ℎ2
and r𝜎1 “ r𝜎2. By

construction of pM, we also have 𝜎1 “ 𝜎2 and ℎ1 „
𝐶
𝐴
ℎ2. Assume further some action profiles 𝛽1, 𝛽2 P 𝑃p𝐴, 𝑙𝑠𝑡pℎ𝑖qq

such that p𝜏p pℎ1, 𝛽1q „1 p𝜏p pℎ2, 𝛽2q, that is, r𝜎1, ℎ1, 𝛽1s “ r𝜎2, ℎ2, 𝛽2s (where the indistinguishability is considered in pM).

We must then have hextpℎ1, 𝜎1, 𝛽1q „𝐶
𝐴

hextpℎ2, 𝜎2, 𝛽2q, which, in turn, implies that hextpℎ1r1s𝑙𝑠𝑡pℎ1q, 𝜎1, 𝛽1q „𝐶
𝐴

hextpℎ2r1s𝑙𝑠𝑡pℎ2q, 𝜎2, 𝛽2q, But all these mean that p𝐷𝜎𝑖 ,ℎ𝑖 , r𝜎𝑖 , pℎ𝑖 r1s, 𝑙𝑠𝑡pℎ𝑖qq, 𝛽1q „1 p𝐷𝜎𝑖 ,ℎ𝑖 , r𝜎𝑖 , pℎ𝑖 r1s, 𝑙𝑠𝑡pℎ𝑖qq, 𝛽2q,

which is the same as the required indistinguishability r𝜏p rℎ1, 𝛽1q „1 r𝜏p rℎ2, 𝛽2q.

The dual property of (Sim.4) follows similarly: if we assume now that r𝜏p rℎ1, 𝛽1q „1 r𝜏p rℎ2, 𝛽2q, we must then have

hextpℎ1r1s𝑙𝑠𝑡pℎ1q, 𝜎1, 𝛽1q „𝐶
𝐴
hextpℎ2r1s𝑙𝑠𝑡pℎ2q, 𝜎2, 𝛽2q, which, togetherwithℎ1 „𝐶

𝐴
ℎ2, implies that hextpℎ1, 𝜎1, 𝛽1q „𝐶

𝐴

hextpℎ2, 𝜎2, 𝛽2q, which ensures that p𝜏p pℎ1, 𝛽1q “ r𝜎1, ℎ1, 𝛽1s „1 r𝜎2, ℎ2, 𝛽2s “ p𝜏p pℎ2, 𝛽2q.

C APPENDIX 3: LIST OF SYMBOLS

Symbol Meaning

𝑡𝑡 true

𝑓 𝑓 false

𝐴𝑔 agents
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𝐴𝑃 atomic propositions

Vars set of all variables

𝑚𝑎 module 𝑎

𝑉𝑎 variables controlled by module𝑚𝑎

𝑉𝑖𝑠𝑎 variables visible to module𝑚𝑎

A “ x𝐴𝑔,Vars, 𝐴𝑃,Φ𝐼 ,𝑚1, . . . ,𝑚|𝐴𝑔|y RMI arena Φ𝐼 is a formula denoting the initial states

update𝑎 update commands by module𝑚𝑎

𝛾 specific update command by module𝑚𝑎

𝑔 guard 𝑔, aBoolean condition over variables

𝛾 :“ p𝑔 ù 𝑣1 :“ tv1, . . . , 𝑣𝑘 :“ tv𝑘q format of update command, where 𝑔 is a guard

gp𝛾q the guard in a command 𝛾

𝑎𝑠𝑔p𝛾q assignment of the guard in 𝛾

𝜑,𝜓 formulae in 𝐴𝑇𝐿˚

xx𝐴yy coalition of a set 𝐴 of agents

𝐴𝑐𝑡𝑎 the update actions/commands of agent 𝑎

S states in a unwound arena

𝑆0 initial states in a unwound arena

𝑆𝑎 local states of agent 𝑎

„𝑎 indistinguishability relation of agent 𝑎

𝑃 protocol function showing enabled actions at states in an unwound

arena

𝜏 a state-transition function in an unwound arena

𝑃𝑎𝑡ℎ𝑠p𝑀q the paths of an RMI

𝜆 P 𝑃𝑎𝑡ℎ𝑠p...q a generic path 𝜆 in an RMI

MA “ x𝑆, 𝑆0, t𝐴𝑐𝑡𝑎u𝑎P𝐴𝑔, 𝜋, t„𝑎u𝑎P𝐴𝑔, 𝑃, 𝜏y CGS unwound by RMI arena A
ℎ history (a vector/list of states)

𝑓𝑎 , with 𝑓𝑎 : 𝑆` Ñ 𝐴𝑐𝑡𝑎 strategy of agent 𝑎

𝐹𝐴 “ t𝑓𝑎 | 𝑎 P 𝐴u joint strategy for a coalition 𝐴 of several agents

𝑜𝑢𝑡𝑠𝑢𝑏pℎ, 𝐹𝐴q outcome of a strategy 𝐹𝐴 at history ℎ under subjective interpretation

𝑜𝑢𝑡𝑜𝑏 𝑗 pℎ, 𝐹𝐴q outcome of a strategy 𝐹𝐴 at history ℎ under objective interpretation

𝑜𝑢𝑡p𝜎q outcome of a strategy 𝜎 , omitting ℎ in 𝑜𝑢𝑡pℎ, 𝜎q

„𝑎 knowledge relation for agent 𝑎

„𝐸
𝐴

collective knowledge relation for coalition 𝐴

„𝐶
𝐴

common knowledge relation for coalition 𝐴

„𝐷
𝐴

distributed knowledge relation for coalition 𝐴

𝛾p𝑠q state resulting when executing update 𝛾 at state 𝑠 by one agent

𝛾p𝑠qp𝑣q evaluating variable 𝑣 at the state 𝛾p𝑠q

𝜏p𝑠, 𝛼, 𝛼1q means 𝜏p𝑠, p𝛼, 𝛼1qq, i.e., actions in 𝛼, 𝛼1 are considered together
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𝐴-history history ending in a state with coalition 𝐴’s turn

𝐻𝑖𝑠𝑡𝐴p𝑀q set of all 𝐴-histories in an iCGS𝑀

𝜎𝑎 : 𝐻𝑖𝑠𝑡𝐴pMq á 𝐴𝑐𝑡𝑎 partial (uniform, memoryful) strategy for agent 𝑎

𝑃𝑆𝑡𝑟𝐴p𝐻q set of partial strategies whose domain is a set of histories 𝐻

hextpℎ, 𝜎𝐴q the one-step extension of history ℎ with an action provided by strategy

𝜎𝐴

𝑜𝑢𝑡𝑛p𝜎𝐴q 𝑛-step outcomes of a strategy 𝜎𝐴

𝐶𝐴pℎq neighbourhood with respect to the common knowledge of coalition 𝐴

over the history ℎ

𝑆𝑇𝐶𝐴pℎq,𝐶𝐴1 pℎ1qp𝜎q or 𝑆𝑇 p𝜎q a construction simulating each strategy defined on each history in𝐶𝐴pℎq

by a strategy defined on each history in 𝐶𝐴1pℎ1q

⇛𝐴,𝐴1 a history-based (bi)simulation relations for coalitions for 𝐴, 𝐴1
for turn-

based iCGS a la [7]

𝑃𝑆𝑡𝑟𝐴p𝜎,ĺ ℎq partial strategies compatible with some given (full) strategy 𝜎 , with

domain in the union of all common knowledge neighbourhoods of some

prefixes of a history ℎ

𝑇𝐵pM, 𝐴q turn-based iCGS based on CGS M and coalition 𝐴

pM a two-player (infinite state) turn-based game structure in which the

protagonist is denoted 1 and the antagonist is 2 (in Section 5.3)
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